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:// WAN IP

:// WAN IP :
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http://202.105.11.22:9999  

WAN IP  

WAN DDNS :// WAN :

 

8.2.2  DDNS 

 

DDNS Dynamic Domain Name Server DDNS

WAN IP DDNS IP

 

DDNS WAN IP IP

DDNS DMZ

WAN IP  

DDNS 

Web > > DDNS  

WAN DDNS DDNS

 

 

 

  

 DDNS WAN  

 DDNS  

 DDNS  
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 DDNS  

 
DDNS oray DDNS

 

 DDNS  

 

 

−  

− /  

DDNS  

 

Web  

 

− Web  

− DDNS Web WAN IP

 

− IP Web Web  

Web  

− 192.168.0.250 

− MAC C8:9C:DC:60:54:69 

− 9999 

 

− WAN IP IP IP

100 IPv4 A B C A

10.0.0.0-10.255.255.255 B 172.16.0.0-172.31.255.255 C

192.168.0.0-192.168.255.255  

− 80 Web

1024~65535 9999  

−  
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步骤 1 Web  

步骤 2  

> >  

 
  

IP  DDNS 

 

 
WAN1 

LAN 

Web  AP  
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步骤 3 IP  

DHCP  

Web  

MAC C8:9C:DC:60:54:69 

IP 192.168.0.250 

Web  

1. > DHCP    

 

2. DHCP    

 

步骤 4 DDNS  

1.  

DDNS 3322 zhangsan

zhangsan zhangsan.3322.org  

2. Web DDNS  

(1) > > DDNS WAN WAN1  

 

(2) DDNS 3322  
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(3) DDNS zhangsan

zhangsan  

(4) DDNS zhangsan.3322.org  

(5)    

 

3.  

 

DDNS WAN1

 

 

----  
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:// WAN

://

WAN :

http://zhangsan.3322.org:9999  

 

Web  

−  

−  
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8.2.3  DNS  

 

DNS Domain Name Server IP IP

 

DNS IP

IP  

DNS  

Web > > DNS  

DNS  

 

 

  

 IP  

IP  DNS IP IP  

  

 DNS  

 

 

−  

− /  

−  
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DNS  

 

taobao.com jd.com Web  

 

DNS IP 192.168.0.1  

 

步骤 1 Web  

步骤 2 > > DNS    

步骤 3 DNS    

1. taobao.com  

2. IP 192.168.0.1  

 

步骤 4 2~3 jd.com DNS  

 

----  

 

taobao.com jd.com Web   
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8.2.4  IP  

 

IP IP IP  

443 HTTPS 80 HTTP 21 FTP  

IP  

Web > > IP  

  IP  

 

 

  

IP  IP  

IP  IP IP : IP  

 

IP IP  

 

0  

  

 IP  

 

 

−  

− /  

−  
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IP  

 

1.1.1.1 Web  

 

IP IP 192.168.0.1 HTTPS

443  

 

步骤 1 Web  

步骤 2 > > IP    

步骤 3 IP 1.1.1.1  

步骤 4 IP 192.168.0.1  

步骤 5 443  

步骤 6    

 

----  

 

1.1.1.1:443 Web  
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8.2.5  UPnP 

 

UPnP Universal Plug and Play UPnP

BitComet AnyChat  

UPnP 

Web > > UPnP  

UPnP UPnP  

UPnP UPnP

 

 
  



 V1.0 

95 

8.2.6   

 

TCP UDP IP

 

 

Web > >  

 

 

 

 

  

IP  IP  

  

  

 TCP&UDP  

 WAN WAN  
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−  

− /  

−  

 

 

Web  

 

− Web

9999  

− IP Web IP Web

 

Web  

− 192.168.0.250 

− MAC C8:9C:DC:60:54:69 

− 9999 

 

− WAN IP IP IP

100 IPv4 A B C A

10.0.0.0-10.255.255.255 B 172.16.0.0-172.31.255.255 C

192.168.0.0-192.168.255.255  

− 80 Web

1024~65535 9999  

−  
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步骤 1 Web  

步骤 2  

 

IP 192.168.0.250 

9999 

WAN1 

Web 9999 

TCP 

1. > >  

2.    

3.    

IP  

 

AP  

 

 

Web  

WAN1 IP 202.105.11.22 

 

LAN 
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步骤 3 IP  

DHCP  

Web  

MAC C8:9C:DC:60:54:69 

IP 192.168.0.250 

Web  

1. > DHCP    

 

2. DHCP    
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----  

 

:// WAN IP

:// WAN

IP :

http://202.105.11.22:9999  

WAN IP  

WAN DDNS :// WAN :  

 

Web  

−  

−  

  



 V1.0 

100 

8.3   

8.3.1  WEB  

 

LAN WEB

WAN  

WEB  

Web > > WEB  

WEB  

Web  

 

 

  

WEB  / WEB  

 WAN WAN  
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IP  

IP  

− IP

 

− IP

IP IP  

 
WEB

 

WEB  

 

Tenda

 

 

WEB  
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步骤 1 Web  

步骤 2 > > WEB  

步骤 3 WEB  

步骤 4 WAN WAN1  

步骤 5 Tenda IP 202.105.88.77  

步骤 6    

 

 

 

IP 202.105.88.77 

 

 

WAN1 

LAN 
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----  

 

Tenda IP 202.105.88.77 http://o95juq6q.cloud.tendacn.net:8080
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8.3.2   

Web > >  

 

 

 

  

WAN Ping 

/ WAN Ping  

Ping WAN IP Ping

Ping  

DDoS  

/ DDoS  

DDoS Distributed Denial of Service DDoS

 

ARP  

/ ARP  

ARP MAC  

 DHCP  

Web  
WEB
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8.4  VPN  

8.4.1   

VPN Virtual Private Network

VPN

 

VPN  

 

VPN  

− PPTP/L2TP VPN  

− IPSec 

8.4.2  VPN  

VPN  

PPTP/L2TP PPTP/L2TP  

Web > VPN  

VPN  

 

 

 

VPN  

 

VPN   

 

 
VPN  LAN WAN WAN LAN 
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VPN  / VPN VPN  

 

VPN PPTP L2TP PPTP L2TP VPN PPP

 

− PPTP VPN PPTP  

− L2TP VPN L2TP  

WAN  VPN WAN  

IP /  
VPN IP VPN PPTP/L2TP

WAN IP  

 

VPN VPN  

 



 V1.0 

107 

  

 
VPN

PPTP VPN  

VPN  VPN  

 VPN  

 VPN  

 VPN  

PPTP/L2TP VPN  

 

OA ERP CRM  

VPN PPTP VPN

 

 

VPN  

− PPTP WAN 113.88.112.220 

− PPTP admin1 

 

  

LAN LAN 

 

  

1 

VPN  

 

2 

VPN  

 

WAN1 WAN1 

 

VPN  



 V1.0 

108 

 

步骤 1 Web  

步骤 2 > VPN  

步骤 3 VPN  

步骤 4 PPTP WAN WAN1  

步骤 5 VPN WAN IP 113.88.112.220  

步骤 6 VPN VPN admin1  

步骤 7 VPN  

步骤 8    

 

----  

VPN

 

 

FTP FTP  

− FTP IP 192.168.0.104 

− FTP 21 
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− FTP zhangsan 

 

步骤 1 :// IP

ftp://192.168.0.104  

 

:// IP :  

 

步骤 2 zhangsan    

 

ftp://192.168.0.104/
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8.4.3  IPSec 

 

IPSec IP Security IP  

IPSec  

◼  

IPSec IPSec  

− Tunnel IP IP

AH Authentication Header ESP Encapsulating Security Payload

AH ESP ESP IP  

− Transport IP

AH ESP AH ESP ESP IP  

   

AH   

ESP   

AH +ESP   

◼  

IPSec IPSec

 

◼ IPSec  

IPSec IPSec

Security Association SA  

◼ SA 

SA AH ESP

DES 3DES AES

SA  

− { SPI Security Parameter Index IP }

 

−  
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− SA SA

AH ESP

SA  

− SA IKE Internet Key Exchange IKE IKEv1

IKEv2 IKEv1 IKE IKEv1  

• SA

SA

 

• IKE IKE IKE

SA SA

 

◼ SA  

−  

SA SPI  

− IKE  

IPSec

IKE  

IKE ISAKMP Oakley SKEME  

• ISAKMP Internet Security Association and Key Management Protocol

SA  

• Oakley  

• SKEME Oakley  

IKE  

• 1 

ISAKMP SA

2  

 

1)  

2) DH Diffie-Hellman  

3)  
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• 2 

1 ISAKMP SA IPSec SA IP

IPSec SA  

IPSec ---  

Web > IPSec   
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IPSec / IPSec  

WAN  IPSec WAN IPSec IP  

 

IPSec  

−  

−  

 IPSec  

 

IPSec  

−  

−  

 

IPSec IPSec  

 

IPSec  

− AH Authentication Header

 

− ESP Encapsulating Security Payload

 

− AH+ESP  

 

IPSec WAN IP  

 

DDNS WAN IP

IPSec  

/  
/ LAN IP 192.168.0.1

255.255.255.0 / 192.168.0.0/24  

/  
IPSec /

IP /32  
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IPSec  

− IKE SA

IPSec SA  

− / SA SA

 

--  

IPSec

IKE IKE ISAKMP Oakley

SKEME  

− ISAKMP Internet Security Association and Key Management Protocol

SA  

− Oakley  

− SKEME Oakley  

IKE  

1 ISAKMP SA 2

 

2 1 ISAKMP SA IPSec IPSec SA
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 IPSec  

 128  

DPD  

/  

DPD  

DPD  

DPD  

DPD DPD

IPSec SA  
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IKE 1  

− Main  

− Aggressive
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IKE  

− DES Data Encryption Standard 56bit 64bit

64bit 8 3DES DES 56bit  

− AES Advanced Encryption Standard AES 128/192/256

128/192/256 bit  

 

IKE  

− MD5 Message Digest Algorithm 128bit

 

− SHA1 Secure Hash Algorithm 160bit MD5

 

Diffie-Hellman  Diffie-Hellman IKE  

ID  

 

− IP WAN IP  

− FQDN Fully Qualified Domain Name ID

ID ID  

 

ID ID Aggressive  

ID  

 

− IP WAN IP  

− FQDN Fully Qualified Domain Name ID

ID ID  

 

ID ID Aggressive  

 IPSec SA  

PFS 

PFS Perfect Forward Secrecy IKE 2

1 IKE1 1

2  

PFS 2 1 1

2  
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-  

AH+ESP  

 

 

  

ESP  

ESP ESP  

− DES 56bit 64bit 64bit 8 3DES

DES 56bit  

− AES AES128/192/256 128/192/256bit  

ESP  ESP IPSec  

ESP/AH  

ESP ESP AH AH

 

− MD5 128bit  

− SHA1 160bit MD5  
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ESP/AH  

ESP ESP AH AH

 

IPSec  

ESP/AH SPI 

SPI  

SPI IPSec

SPI  

ESP/AH SPI 

SPI  

SPI IPSec

SPI  

IPSec ---  

> IPSec   
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IPSec / IPSec  

WAN  IPSec WAN IPSec IP  

 

IPSec  

−  

−  

 IPSec  

 

IPSec  

−  

−  

 

IPSec IPSec  

 

IKE  

− DES Data Encryption Standard 56bit 64bit

64bit 8 3DES DES 56bit  

− AES Advanced Encryption Standard AES 128/192/256

128/192/256 bit  

 

IKE  

− MD5 Message Digest Algorithm 128bit

 

− SHA1 Secure Hash Algorithm 160bit MD5

 

 128  
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IPSec VPN  

 

OA ERP CRM  

 

2 IPSec  

1  

− IPSec WAN1  

− WAN1 IP 202.105.11.22  

− 192.168.0.0/24  

2  

− IPSec WAN1  

− WAN1 IP 202.105.88.77  

− 192.168.1.0/24  

IPSec  

−  

−  

− UmXmL9UK  

 

 

 
2 

 

  

 

1 

 

 

2 

LAN LAN 

WAN1 WAN1 

 

VPN  
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IPSec  

步骤 1 1  

1. 1 Web  

2. > IPSec  

3.    

 

4.    

(1) IPSec WAN WAN1  

(2)  

(3) IPSec_1  

(4) IPSec WAN IP

202.105.88.77  

(5) / 192.168.0.0/24  

(6) / 192.168.1.0/24  

(7) UmXmL9UK  
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1 IPSec  

 

步骤 2 2  

1. 2 Web  

2. > IPSec  

3.    

* 

* 

* 

* 

* 

* 

* 
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4.    

(1) IPSec WAN WAN1  

(2)  

(3) IPSec_1  

(4) IPSec WAN IP

202.105.11.22  

(5) / 192.168.1.0/24  

(6) / 192.168.0.0/24  

(7) UmXmL9UK  
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2 IPSec  

 

----  

* 

* 

* 

* 

* 

* 

* 
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IPSec

 

 

8.5  IPv6 

8.5.1   

IPv6 Internet Protocol Version 6 6 IPv4

IPv4  

IPv6  

IPv6 128 8 4

IPv6  

− n IPv4 ID  

− 128-n IPv4 ID  

 

◼ DHCPv6 

IPv6 DHCPv6 Dynamic Host Configuration Protocol for IPv6 IPv6

DHCPv6 IPv6 /  

◼ SLAAC 

IPv6 SLAAC Stateless address autoconfiguration

RA IPv6 /  
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8.5.2   

Web > IPv6 >  

WAN IPv6 WAN IPv6

 

  

LAN IP DHCPv6 SLAAC

DHCPv6+SLAA 

 IPv6

 

 

IP  

 

IPv6 IP DNS  

 

WAN IPv6  

 

WAN DHCPv6 SLAAC IPv6 WAN IPv6

IPv6  
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 / WAN IPv6  

IPv6   

DNS  

WAN DNS  

− DHCPv6 SLAAC DNS  

− DNS  

DNS 
IPv6 DNS  

 

DNS DNS  
DNS 

 

 WAN  

 

WAN  

− WAN IPv6  

− …  

− 

 

 WAN IPv6  

IPv6  WAN IPv6  
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 IPv6  

 WAN IPv6  

DNS 

WAN / IPv6 DNS  

DNS 

 

IPv6  

 

 

  

 

 / WAN IPv6  

IPv6   

IPv6  IPv6  

IPv6  IPv6  
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DNS  

WAN IPv6 DNS  

IPv6 DNS  

DNS 
IPv6 DNS  

 

DNS DNS  DNS 

 

 WAN  

 

WAN  

− WAN IPv6  

− …  

− 

 

 WAN IPv6  

IPv6  WAN IPv6  

 IPv6  

 WAN IPv6  

DNS 

WAN / IPv6 DNS  

DNS 

8.5.3   

Web > IPv6 >  

VLAN IPv6   

VLAN IPv6  
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VLAN  IPv6 VLAN  

 / VLAN IPv6  

IPv6  

VLAN IP  

− VLAN IPv6

 

− VLAN IP IPv6  

 
VLAN IPv6 WAN IPv6

 

IPv6  VLAN IPv6  

IPv6  VLAN IPv6  
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IPv6  

− DHCPv6 DHCPv6 IPv6 DNS

 

− SLAAC RA IPv6 IPv6

DNS  

− SLAAC+DHCPv6 RA IPv6 DHCPv6

DNS  

 DHCPv6 IPv6  

DHCPv6   

 

IPv6 RA

IPv6 IPv6 IPv6

 

 
IPv6 IPv6

 

DNS 
/ DNS IP  

 

DNS DNS DNS

IP  

DNS 
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9   

9.1   

Web >  

 

 

9.1.1   
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9.1.2   
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9.2   

9.2.1  Ping 

Ping  

Web >  

Ping  

QQ www.qq.com  

Ping  

步骤 1 Web >  

步骤 2 Ping  

步骤 3 WAN1  

步骤 4 IP www.qq.com  

步骤 5 ping 10  

步骤 6 ping 100  

步骤 7    

 

----  
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IP  IP  

 ping  

 ping  

 

 

9.2.2  Tracert 

Tracert  

Web >  

Tracert  

QQ www.qq.com  

Tracert  

步骤 1 Web >  
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步骤 2 Tracert  

步骤 3 WAN1  

步骤 4 IP www.qq.com  

步骤 5    

 

----  

 

  

  

IP  IP  
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9.2.3   

 

Web >  

 

LAN4 LAN4 IP 192.168.0.250 VLAN_Default  

 

步骤 1 Web >  

步骤 2  

步骤 3 VLAN VLAN_Default  

步骤 4 LAN4 IP 192.168.0.250  

步骤 5 ALL  

步骤 6    

 

步骤 7    

步骤 8   pcap WireShark  
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----  

 

  

 VLAN  

IP MAC  

IP MAC VLAN  

 

IP MAC VLAN

 

 

ALL ICMP TCP UDP ARP  

− ICMP Internet Control Message Protocol Internet IP

 

− TCP Transmission Control Protocol

Telnet FTP  

− UDP User Datagram Protocol UDP

UDP DNS SNMP

 

− ARP Address Resolution Protocol IP

TCP/IP  

9.2.4   

Web >  

 

 

步骤 1 Web >  

步骤 2  

步骤 3    

http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/view/18655.htm
http://baike.baidu.com/view/8079702.htm
http://baike.baidu.com/view/23880.htm
http://baike.baidu.com/view/18655.htm
http://baike.baidu.com/view/1003841.htm
http://baike.baidu.com/view/3930.htm
http://baike.baidu.com/view/883168.htm
http://baike.baidu.com/view/883168.htm
http://baike.baidu.com/view/7649.htm
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----  

 

 

9.2.5   

Web >  

VLAN VLAN

VLAN VLAN 1 VLAN SSID

 

 

步骤 1 Web >  

步骤 2  

步骤 3    

 

----  
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9.3   

Web >  

 

 

9.3.1   

DHCP

 

 

 

9.3.2   
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9.3.3   

 

 

 

9.4   

9.4.1   

Web > >  

CPU  
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9.4.2   

 

 

 

Web > >  

 

 

步骤 1 Web  

步骤 2 > >  

步骤 3    

 

----  

RouterCfm.cfg  

 

RouterCfm.cfg  

 

步骤 1 Web  

步骤 2 > >  

步骤 3    



 V1.0 

146 

 

步骤 4    

 

步骤 5    

----  

100%   
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9.4.3   

 

 

LAN IP 192.168.0.1  

 

−  

−  

 

步骤 1 Web  

步骤 2 > >  

步骤 3    

 

步骤 4    

----  

100%  

 

 

SYS Reset/ 8

SYS   
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9.5   

9.5.1   

Web >  

 

− 

 

− 

 

 

  

 
Tenda www.tenda.com.cn

 

 
   

9.5.2   

 

− .bin  

−  

步骤 1 Tenda www.tenda.com.cn  

步骤 2 Web > >  

步骤 3  

步骤 4      

http://www.tenda.com.cn/
http://www.tenda.com.cn/
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步骤 5    

----  

> >
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9.5.3   

 

− .bin  

−  

步骤 1 Tenda www.tenda.com.cn

 

步骤 2 Web > >  

步骤 3  

步骤 4      

 

----  

> >

 

9.6   

9.6.1   

1

 

Web > >  

   

http://www.tenda.com.cn/
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9.6.2   

Web > >  

 

 

 

 

步骤 1 Web  

步骤 2 > >  

步骤 3  

步骤 4 03:00  

步骤 5  

步骤 6    

 

----  

3  



 V1.0 

152 

9.7   

Web >  

/ /  

 

 

  

 

Web  

−  

− 

 

 

 

 

  

IP  
IP IP

IP  

9.8   

Web >  

  WAN  
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 WAN  

WAN  WAN  

DNS  WAN  

 WAN  

HTTP  WAN HTTP  
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AES Advanced Encryption Standard  

AH Authentication Header  

APSD Automatic Power Save Delivery  

ARP Address Resolution Protocol  

CPU Central Processing Unit  

DDNS Dynamic Domain Name Server  

DDoS Distributed Denial of Service  

DES Data Encryption Standard  

DHCP Dynamic Host Configuration Protocol  

DMZ Demilitarized zone  

DNS Domain Name System  

DPD Dead Peer Detection  

ESP Encapsulating Security Payload  

FQDN Fully Qualified Domain Name  

FTP File Transfer Protocol  

GMT Greenwich Mean Time  
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HTTP HyperText Transfer Protocol  

HTTPS Hypertext Transfer Protocol Secure  

ICMP Internet Control Message Protocol  

IKE Internet Key Exchange  

IP Internet Protocol  

IPv6 6 Internet Protocol Version 6  

IPSec Internet Protocol Security  

ISAKMP Internet Security Association and Key Management Protocol  

ISP Internet Service Provider  

LAN Local Area Network  

L2TP Layer 2 Tunneling Protocol  

MAC Medium Access Control  

MTU Maximum Transmission Unit  

NAT Network Address Translation  

PFS Perfect Forward Secrecy  

PPP Point to Point Protocol  

PPTP Point to Point Tunneling Protocol  

SA Security Association  

SHA Secure Hash Algorithm  

SLAAC Stateless address autoconfiguration  

SMTP Simple Mail Transfer Protocol  

SSID Service Set IDentifier  
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SSL (Secure Sockets Layer) 

SPI Security Parameter Index  

TCP Transmission Control Protocol  

UDP User Datagram Protocol  

URL Uniform Resource Locator  

UPnP Universal Plug and Play  

VLAN Virtual Local Area Network  

VPN Virtual Private Network  

WAN Wide Area Network  

WMM Wi-Fi multi-media  

WPA Wi-Fi Wi-Fi Protected Access  

WPA-PSK WPA WPA-Preshared Key  
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