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步骤 4  

1.  +   

 

2.  

(1) IP / IP  

(2)  

(3) 80  

(4)  

3.    
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----  

 

 

 

~ 8:00~18:00 IP 192.168.0.2~192.168.0.250
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9.5   

9.5.1   

>  

 

 

 

 

  

 

IP  

选择引用的 IP 组，以指定规则对应的用户。 

IP组应事先已 > IP  

 

 

> IP  
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 规则的状态，可根据需要启用或禁用。 

 

 

−  

−  

QQ  

QQ  

 QQ zhangsan  

 

 

−  

−  

9.5.2   

步骤 1  

1. >  

2.  

3.    

 

步骤 2  

1.  +   
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2.  

3.    

 

----  
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9.5.3  QQ  

步骤 1  

1. >  

2.  

3.    

 

步骤 2 QQ  

1.  + QQ   

 

2. QQ  

3.    

 

----  
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9.5.4  +QQ  

 

8:00~18:00  

−  

− QQ QQ QQ 12345678  

 

IP

192.168.0.2~192.168.0.250  

 

步骤 1  

> IP  

 

步骤 2 IP  

> IP IP  
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步骤 3  

1. >  

2.  

3.    

 

步骤 4  

1.  +   

 

2.  

(1) IP / IP  

(2)  

(3)  
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(4) 

 

3.    

 

步骤 5 QQ  

1.  + QQ   

 

2. QQ  

(1) QQ QQ 12345678  

(2) QQ  

3.    
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----  

 

 

 

IP 192.168.0.2~192.168.0.250 8:00-18:00

QQ

12345678 QQ  
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9.6   

9.6.1   

>  

 

 

 

 

  

  

 

网站过滤规则的类型。 

− 白名单：即，允许访问互联网。 IP

。 

− 黑名单：即，禁止访问互联网。 IP

。 

IP  

选择引用的 IP 组，以指定规则对应的用户。 

IP组应事先已 > IP  
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> IP  

  

 规则的状态，可根据需要启用或禁用。 

 

 

−  

−  

9.6.2   

步骤 1  

1. >  

2.  

3.    

 

步骤 2  

1.  +   
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2.  

3.    

 

----  

9.6.3   

步骤 1  

1. >  

2.  

3.    
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步骤 2  

1.    

 

2.    

 

3.  

4.    
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----  

9.6.4   

 

8:00~18:00

 

 

IP

192.168.0.2~192.168.0.250  

 

步骤 1  

> IP  
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步骤 2 IP  

> IP IP  

 

步骤 3  

1. >  

2.  

3.    
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步骤 4  

1.  +   

 

2.  

(1)  

(2) IP / IP  

(3)  

(4)  

(5)  

3.    
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----  

 

 

 

IP 192.168.0.2~192.168.0.250 8:00-18:00
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9.7  WAN  

9.7.1   

1 WAN 2 WAN 2 WAN WAN

WAN  

> WAN  

 

 

  

WAN  

WAN  

− WAN

 

− IP WAN  

 

WAN  

− IP  

− 5  
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9.7.2  WAN  

步骤 1 WAN  

1. > WAN  

2.  

3.    

 

步骤 2 WAN  

1.  +   

 

2.  

3.    
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----  

 

  

 是否启用该规则。 

IP  
选择引用的 IP 组，以指定规则对应的用户。IP组应事先 > IP

 

WAN  IP WAN  

9.7.3  WAN  

 

 

− 1 IP 192.168.0.2~192.168.0.100  

− 2 IP 192.168.0.101~192.168.0.250  

 

WAN  



 

110 

 

 

步骤 1 IP  

> IP IP  

 

步骤 2 WAN  

1. > WAN  

2.  

3.    

1 

 

 

2 
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步骤 3 WAN  

1.  +   

 

2.  

(1) IP IP IP 1  

(2) WAN IP WAN WAN1  

3.    
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4. 1~2 IP 2 WAN  

----  

 

 

 

IP 192.168.0.2~192.168.0.100 WAN1

IP 192.168.0.101~192.168.0.250 WAN2  
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10  VPN 

10.1   

VPN Virtual Private Network

VPN

 

VPN PPTP L2TP PPTP/L2TP PPTP/L2TP  

VPN > PPTP/L2TP PPTP/L2TP  

 



 

114 

 

  

PPTP/L2TP  

PPTP/L2TP  

PPTP/L2TP VPN  

PPTP Point to Point Tunneling Protocol L2TP Layer 2 Tunneling 

Protocol VPN PPP Point to Point Protocol

 

 

PPTP L2TP  

− PPTP VPN PPTP  

− L2TP VPN L2TP  

WAN  VPN WAN  

IP /  
VPN IP VPN PPTP/L2TP

WAN IP  

 

PPTP/L2TP VPN  

 

 
VPN

PPTP VPN L2TP VPN  

VPN  PPTP/L2TP  

 PPTP/L2TP  

 PPTP/L2TP  

 VPN  
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10.2  PPTP/L2TP  

步骤 1 VPN > PPTP/L2TP  

步骤 2 PPTP/L2TP  

步骤 3  

步骤 4    

 

----  
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10.3  PPTP/L2TP  

 

OA  

 

VPN PPTP VPN

L2TP VPN  

− VPN fengongsi1  

− VPN IP 202.105.11.22  

− VPN  

− VPN 192.168.1.0/24  

− VPN 255.255.255.0  

− VPN WAN1  

 

 

步骤 1 VPN > PPTP/L2TP  

步骤 2 PPTP/L2TP  

 

 

 

 

2 

VPN  

1 

VPN  
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步骤 3  

(1) VPN PPTP  

(2) WAN VPN WAN1  

(3) IP / VPN WAN IP

202.105.11.22  

(4) / VPN fengongsi1  

(5) VPN  

(6) VPN  

(7) VPN 192.168.1.0  

(8) VPN 255.255.255.0  

步骤 4    

 

----  
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IP VPN  

 

 

FTP FTP  

− FTP IP 192.168.1.159 

− 21 

− / admin/admin 

 

步骤 1 ftp:// IP : ftp://192.168.1.159:21  

 

ftp://192.168.1.159/
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步骤 2 admin  

步骤 3    
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11   

WAN WEB DDNS

DMZ UPnP DNS DNS  

11.1   

> LAN IP DHCP

 

11.1.1  LAN  

LAN IP IP IP LAN IP

192.168.0.252 255.255.255.0  

 

LAN IP WAN IP LAN

IP IP 192.168.0.252  

LAN IP  
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IP

LAN IP  

 

LAN IP LAN IP DHCP LAN IP

 

11.1.2  DHCP  

 

DHCP IP DNS

IP DHCP

 

 

 

  

DHCP  DHCP  
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IP  
DHCP IP IP 192.168.0.100 IP

192.168.0.200  
IP  

 

DHCP IP  

− IP  

− 

IP IP IP  

 

DNS  

DHCP DNS IP DNS

DNS LAN IP  

 

DNS DNS DNS IP  

DNS  
DHCP DNS IP DHCP

 

DHCP  

步骤 1 > DHCP  

步骤 2 DHCP  

步骤 3 / IP DHCP IP  

步骤 4 DNS LAN IP DNS  

步骤 5    
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----  

11.1.3   

 

IP

IP DHCP  

− - DHCP IP

DHCP IP  

− - DHCP

IP  

1  

-  

> -  
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IP MAC  

IP  IP  

MAC  MAC  

  

IP-MAC  
IP MAC IP

 

IP  

步骤 1 > -  

步骤 2 - IP  

 

----  
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> -

 

 

IP  

步骤 1 > -  

步骤 2 - IP  

步骤 3    

 

----  

> -
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2  

-  

> -  

 

IP  

步骤 1 > -  

步骤 2    
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步骤 3 -  

步骤 4    

 

----  

> -

 

1~ 4  
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MAC  MAC  

IP  MAC IP  

 DHCP IP  

 DHCP IP  

 

 

−  

−  
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11.2  WAN  

WAN  

> WAN  

 

11.2.1  WAN  

WAN WAN WAN

5 WAN 10Mbps 10Mbps

 

WAN  
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11.2.2  MTU 

MTU MTU

1492 IP IP MTU 1500 MTU

 

−  

− FTP POP  

1500 MTU 1400~1500  

MTU   

1500 VPN  

1492  

1472 ping  

1468 DHCP IP  

1436 VPN PPTP  

11.2.3  MAC  

ISP MAC

MAC 1 2  

 

MAC WAN MAC  
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1  

步骤 1  

步骤 2 > WAN WAN MAC

MAC  

步骤 3    

 

----  

2  

步骤 1 MAC  

步骤 2 > WAN WAN MAC

MAC

MAC WAN MAC  

步骤 3    

 

----  

 

MAC MAC > WAN WAN MAC

MAC”    
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11.2.4   

NAT  
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11.3   

11.3.1   

 

 

 

 

>  
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 目的网络的 IP 地址。 

 IP  

 IP  

  

  

11.3.2   

步骤 1 >  

步骤 2  +   

 

步骤 3  

步骤 4    
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----  

>

 

 

/ 0.0.0.0

0.0.0.0

 

 

WAN  



 

136 

11.3.3   

 

WAN1

WAN2 IP  

 

− zhangsan 

− zhangsan 

 

 

 

 

步骤 1 2 WAN  

1.  

 

 

 

172.16.100.0/24 LAN IP 192.168.0.252 

LAN IP 192.168.98.1 
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2. WAN 2  

3. WAN1  

4. WAN2 IP  

5.    

 

步骤 2  

1. WAN2 IP  

− IP 192.168.98.190 

− 255.255.255.0 

− 192.168.98.1 

− DNS 192.168.98.1 

2.  

(1) >  

(2)  +   
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(3)  

− IP 172.16.100.0  

− IP 255.255.255.0  

− IP 192.168.98.1  

− WAN2  

(4)    

 

----  
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WAN2 WAN1  

WAN WAN1
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11.4   

11.4.1   

 

>  

 

 

  

  

 LAN4  

  

11.4.2   

步骤 1 >  

步骤 2  

步骤 3  

步骤 4    
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----  

11.4.3   

 

WAN

LAN  

 

 

 

 

 

 
AP 
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步骤 1 >  

步骤 2  

步骤 3 WAN1 LAN2 LAN3 LAN5  

步骤 4    

 

----  

 

Wireshark  
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11.5  WEB  

11.5.1   

LAN  

WEB WAN

 

> WEB WEB  

 

 

  

WEB  WEB  

WAN  WAN WAN  

IP  

IP  

− IP

 

− IP IP

IP IP  

 
WEB
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11.5.2  WEB  

步骤 1 > WEB  

步骤 2 WEB  

步骤 3 WAN WAN  

步骤 4 IP IP  

步骤 5    

 

----  

11.5.3  WEB  

 

Tenda

 

 

WEB  
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步骤 1  

步骤 2 > WEB  

步骤 3 WEB  

步骤 4 WAN WAN WAN1  

步骤 5 IP IP Tenda IP

202.105.88.77  

步骤 6    

 

----  

 

 

IP 202.105.88.77 
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Tenda IP 202.105.88.77 http://1i7fiak8.cloud.tendacn.net:8080
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11.6  DDNS 

11.6.1   

DDNS DDNS WAN IP DDNS

IP  

DDNS WAN IP IP

DDNS DMZ WEB

WAN IP

 

> DDNS DDNS  

 

 

  

DDNS  启用/禁用 DDNS功能。 
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DDNS DDNS 3322 88ip oray gnway

 

 DDNS oray  

 DDNS DDNS  

 DDNS DDNS  

 
DDNS oray DDNS

 

 DDNS  

11.6.2  DDNS 

步骤 1 > DDNS WAN  

步骤 2 DDNS  

步骤 3 DDNS  

步骤 4    
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----  

11.6.3  DDNS  

 

Web  

 

80

WAN IP DDNS
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步骤 1  

>  

 

步骤 2 DDNS  

1.  

DDNS 3322 zhangsan

123456 zhangsan.3322.org  

2. DDNS  

WAN WAN1  

(1) DDNS  

(2) DDNS 3322  

(3) DDNS zhangsan  

(4) DDNS 123456  

(5) DDNS zhangsan.3322.org  

 

DDNS oray  

 

 

Web  

IP 192.168.0.250 

80 
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(6)    

 

----  

WAN1  

 

:// WAN : Web

http://zhangsan.3322.org:80  

 

Web  

− WAN IP  

−  

− IP IP  
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11.7   

11.7.1   

IP

 

>  

 

 

  

IP  IP  

  

  

 
TCP UDP  

 WAN WAN  

  

 

 

−  

−  
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11.7.2   

步骤 1 >  

步骤 2  +   

步骤 3  

步骤 4    

 

----  

11.7.3   

 

Web  

 

80  
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步骤 1 >  

步骤 2  +   

步骤 3  

1. IP Web IP 192.168.0.250  

2. Web 80~80  

3. 80~80  

4. Web TCP  

5.    

 

 

Web  

IP 192.168.0.250 

80 

WAN1 IP 202.105.11.22 
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----  

 

 

 

:// WAN IP: Web

http://202.105.11.22:80  

WAN DDNS :// WAN :  

 

Web  

− WAN IP  

−  

− IP IP  
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11.8  DMZ  

11.8.1   

DMZ

DMZ  

> DMZ DMZ  

 

− DMZ  

− DMZ DMZ  

 

11.8.2  DMZ  

步骤 1 > DMZ WAN  

步骤 2 DMZ  

步骤 3 DMZ IP DMZ IP  

步骤 4    
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----  

11.8.3  DMZ  

 

Web  

 

DMZ  

 

 

 

Web  

IP 192.168.0.250 

WAN1 IP 202.105.11.22 
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步骤 1 > DMZ WAN  

步骤 2 DMZ  

步骤 3 DMZ IP DMZ IP 192.168.0.250  

步骤 4    

 

----  

 

:// WAN IP Web

http://202.105.11.22  

WAN DDNS :// WAN  

 

Web  

− WAN IP  

−  

− IP IP  
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11.9  UPnP 

11.9.1   

UPnP UPnP UPnP BitComet

AnyChat  

11.9.2  UPnP 

步骤 1 > UPnP  

步骤 2 UPnP  

 

----  

UPnP UPnP UPnP

 

 

  



 

160 

11.10  DNS  

11.10.1   

DNS IP

IP  

> DNS  

 

 

  

 IP  

IP  IP IP  

  

 

 

−  

−  

11.10.2  DNS  

步骤 1 > DNS  

步骤 2  +   

步骤 3  



 

161 

步骤 4    

 

----  
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11.11  DNS  

DNS DNS

DNS DNS DNS  

DNS 1000  

> DNS  
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11.12   

ARP DDoS IP WAN Ping  

− ARP ARP ARP  

− DDoS DDoS Distributed Denial of Service DDoS

DDoS

ICMP Flood UDP Flood SYN Flood  

− IP IP IP IP 

Timestamp Option IP Security Option IP Stream Option IP Record Route Option IP Loose 

Source Route Option IP  

− WAN Ping Ping WAN IP Ping

Ping  

>  

 



 

164 

 

  

ARP  

ARP  
/ ARP ARP ARP ARP

 

ARP  ARP  

DDoS  

ICMP Flood  
ICMP

ICMP Flood  

UDP Flood  
UDP

UDP Flood  

SYN Flood  
TCP SYN

SYN Flood  

IP  

IP Timestamp 

Option 
Internet Timestamp IP  

IP Security 

Option 
Security IP  

IP Stream Option Stream ID IP  

IP Record Route 

Option 
Record Route IP  

IP Loose Source 

Route Option 
Loose Source Route IP  

IP  IP  

WAN Ping 

/ WAN Ping  

WAN Ping WAN IP

Ping Ping  

  



 

165 

 

12   

 

12.1   

 

>  
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12.2   

12.2.1   

 

− 

 

− URL

 

>  
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Tenda www.tenda.com.cn

 

   

/  

12.2.2   

 

 

步骤 1 Tenda www.tenda.com.cn  

步骤 2 >  

步骤 3  

步骤 4  …  

步骤 5    

 

>

 

 

 

http://www.tenda.com.cn/
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12.2.3   

 

 

步骤 1 Tenda www.tenda.com.cn

 

步骤 2 >  

步骤 3  

步骤 4  …  

步骤 5    

 

>

 

  

http://www.tenda.com.cn/
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12.3   

12.3.1   

 

IP 192.168.0.252  

 

− 

 

−  

12.3.2   

步骤 1 >  

步骤 2    

 

----  
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12.3.3   

 

步骤 1 SYS RESET Reset 8

 

步骤 2 1  

----  
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12.4   

12.4.1   

 

>  

 

12.4.2   

步骤 1 >  

步骤 2  

步骤 3    

----  
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12.5   

12.5.1   

 

>  

 

12.5.2   

步骤 1 >  

步骤 2  

步骤 3 3  

 步骤 4  

步骤 5    
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----  

3  
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12.6   

12.6.1   

 

/

 

>  

 

12.6.2   

步骤 1 >  

步骤 2    

----  

12.6.3   

步骤 1 >  

步骤 2  …  

步骤 3    

----  
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12.7   

 

 

>  

 

12.7.1   

 

 

 

  

  

  

 

  



 

176 

12.7.2   
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12.8   

PPPoE WAN

 

>  

 

>  

 

−  

− /  
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12.9   

12.9.1   

Ping/Traceroute  

− Ping  

− Traceroute  

>  

 

12.9.2  Ping 

 

步骤 1 >  

步骤 2 Ping  
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步骤 3 IP IP www.baidu.com  

步骤 4 Ping ping  

步骤 5 ping  

步骤 6    

 

----  
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12.9.3  Traceroute 

 

步骤 1 >  

步骤 2 Traceroute  

步骤 3 IP IP www.baidu.com  

步骤 4    
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----  
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A  

1 tendawifi.com 192.168.0.252  

 

−  

− tendawifi.com 192.168.0.252  

− IP  

−  

−  

− DHCP DHCP  

−  

2  

SYS RESET Reset 8

1  

3 IP  

 

− DHCP DHCP  

− LAN IP LAN IP

192.168.0.252  

− IP  
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B  

 G0 G0-PoE 

 30  30  

CPU 400MHz 400MHz 

 64MB 64MB 

FLASH 16MB 16MB 

 5 10/100Mbps RJ45  5 10/100Mbps RJ45  

PoE  / 2-5 IEEE 802.3af PoE  

PoE  / 15.4W 35W 

 1 SYS 5 RJ45  1 SYS 5 RJ45  

 1 Reset  1 Reset  

 

0  ~ 40  

10 ~ 90 %RH  

0  ~ 40  

10 ~ 90 %RH  

 

-40  ~ 70  

5 ~ 90 %RH  

-40  ~ 70  

5 ~ 90 %RH  

 9V 600mA 48V 800mA 

 

 

177.5mm 104mm 26mm 177.5mm 104mm 26mm 
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