
 

 

 

 

 

 

 



 

i 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

©2018  

 

 

 

 

 



 

ii 

 

 

 

O3  

 

   

   

 +     

 

  

  

 
 

  



 

iii 

 

  

AP Access Point 

SSID Service Set Identifier 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name System 

VLAN Virtual Local Area Network 

PoE Power Over Ethernet 

WEP Wired Equivalent Privacy 

AES Advanced Encryption Standard 

TKIP Temporal Key Integrity Protocol 

  



 

iv 

 

Tenda http://www.tenda.com.cn

 

 

 

http://www.tenda.com.cn 

 

400-6622-666 tenda@tenda.com.cn   

 

 

http://www.tenda.com.cn/
http://www.tenda.com.cn/


 

v 

 

  .............................................................................................................................................................. 1 

  .......................................................................................................................................................................... 1 

  .......................................................................................................................................................................... 1 

1.2.1  ............................................................................................................................................................... 1 

1.2.2 &  ........................................................................................................................................................ 2 

1.2.3  ................................................................................................................................................................... 3 

  .............................................................................................................................................................. 4 

 ........................................................................................................................................................... 4 

2.1.1  ................................................................................................................................................................... 4 

2.1.2  ........................................................................................................................................................... 4 

2.1.3  ............................................................................................................................................................. 12 

  ................................................................................................................................................................ 13 

2.2.1  ................................................................................................................................................................. 13 

2.2.2  ......................................................................................................................................................... 13 

2.2.3  ............................................................................................................................................................. 13 

  ............................................................................................................................................................ 14 

  ............................................................................................................................................. 14 

  ................................................................................................................................................................ 16 

  ................................................................................................................................................................ 17 

  ................................................................................................................................................................ 18 

  ............................................................................................................................................................ 19 

 AP  ................................................................................................................................................................... 19 

4.1.1  ................................................................................................................................................................. 19 

4.1.2 AP  .................................................................................................................................................. 19 

  ............................................................................................................................................................ 22 

4.2.1  ................................................................................................................................................................. 22 

4.2.2  ............................................................................................................................................. 22 

 ......................................................................................................................................................... 26 

4.3.1  ................................................................................................................................................................. 26 



 

vi 

4.3.2  ......................................................................................................................................... 26 

 WAN  ..................................................................................................................................................... 30 

4.4.1  ................................................................................................................................................................. 30 

4.4.2 WAN  ...................................................................................................................................... 30 

  ................................................................................................................................................................ 34 

4.5.1  ................................................................................................................................................................. 34 

4.5.2  ................................................................................................................................................. 34 

 P2MP  ............................................................................................................................................................. 44 

4.6.1  ................................................................................................................................................................. 44 

4.6.2 P2MP  ............................................................................................................................................ 44 

  ................................................................................................................................................................ 51 

4.7.1  ................................................................................................................................................................. 51 

4.7.2  ................................................................................................................................................. 51 

  .................................................................................................................................................................... 54 

  ................................................................................................................................................................ 54 

  ................................................................................................................................................................ 56 

  ........................................................................................................................................................................ 57 

5.3.1  ............................................................................................................................................................. 57 

5.3.2  ..................................................................................................................................................... 57 

5.3.3 AP ........................................................................................................................................................... 58 

5.3.4  ................................................................................................................................................................. 58 

5.3.5 ARP  ............................................................................................................................................................. 59 

5.3.6  ............................................................................................................................................................. 60 

  ............................................................................................................................................................ 61 

 LAN  ............................................................................................................................................................ 61 

6.1.1  ................................................................................................................................................................. 61 

6.1.2 LAN IP ................................................................................................................................................... 62 

 MAC  ............................................................................................................................................................... 65 

6.2.1  ................................................................................................................................................................. 65 

6.2.2 MAC  .............................................................................................................................................. 65 

 DHCP  ......................................................................................................................................................... 68 

6.3.1  ................................................................................................................................................................. 68 

6.3.2 DHCP  ........................................................................................................................................ 68 



 

vii 

 DHCP  ................................................................................................................................................. 70 

 VLAN  .............................................................................................................................................................. 71 

6.5.1  ................................................................................................................................................................. 71 

6.5.2 VLAN ...................................................................................................................................................... 71 

6.5.3 VLAN  ............................................................................................................................................... 72 

  ............................................................................................................................................................ 75 

  ................................................................................................................................................................ 75 

7.1.1  ................................................................................................................................................................. 75 

7.1.2  ................................................................................................................................................. 76 

7.1.3  ................................................................................................................................................. 81 

  ................................................................................................................................................................ 98 

7.2.1  ................................................................................................................................................................. 98 

7.2.2  ................................................................................................................................................. 98 

  .............................................................................................................................................................. 101 

7.3.1  ............................................................................................................................................................... 101 

7.3.2  ............................................................................................................................................... 101 

7.3.3  ....................................................................................................................................... 102 

  .......................................................................................................................................................... 104 

 LAN  .......................................................................................................................................................... 104 

8.1.1  ............................................................................................................................................................... 104 

8.1.2 LAN  ......................................................................................................................................... 104 

  .............................................................................................................................................................. 106 

8.2.1  ....................................................................................................................................................... 106 

8.2.2 Ping ................................................................................................................................................................ 107 

8.2.3 Traceroute ..................................................................................................................................................... 108 

8.2.4  ....................................................................................................................................................... 109 

  .............................................................................................................................................................. 114 

8.3.1  ............................................................................................................................................................... 114 

8.3.2  ............................................................................................................................................... 114 

8.3.3  ............................................................................................................................................... 115 

  .............................................................................................................................................................. 117 

8.4.1  ............................................................................................................................................................... 117 

8.4.2  ............................................................................................................................................... 117 



 

viii 

8.4.3  ............................................................................................................................................... 119 

 MAC  ............................................................................................................................................................. 121 

8.5.1  ............................................................................................................................................................... 121 

8.5.2 MAC  ............................................................................................................................................ 121 

8.5.3 MAC  .............................................................................................................................................. 122 

  .............................................................................................................................................................. 124 

8.6.1 DNS ...................................................................................................................................................... 124 

8.6.2 WEB  ............................................................................................................................................ 128 

8.6.3  ....................................................................................................................................................... 130 

8.6.4 WEB  ...................................................................................................................................... 131 

8.6.5 SNMP  ................................................................................................................................................... 131 

8.6.6 Ping  ................................................................................................................................................... 135 

8.6.7 DMZ  ...................................................................................................................................................... 136 

8.6.8 Telnet  .................................................................................................................................................... 139 

8.6.9 UPnP  .................................................................................................................................................... 139 

8.6.10  ................................................................................................................................................. 139 

  .......................................................................................................................................................... 140 

  .......................................................................................................................................................... 140 

  .............................................................................................................................................................. 142 

9.2.1  ............................................................................................................................................................... 142 

9.2.2  ............................................................................................................................................... 143 

9.2.3  ....................................................................................................................................................... 144 

9.2.4  ................................................................................................................................................... 145 

 ....................................................................................................................................................... 149 

9.3.1  ........................................................................................................................................................... 149 

9.3.2  ............................................................................................................................................................... 150 

  .............................................................................................................................................................. 151 

 ...................................................................................................................................................................... 152 

A  .......................................................................................................................................................... 152 

B  .................................................................................................................................................................. 153 



 

1 

 

  

 

Tenda

 

 

1.2.1  

 

   

LAN/WAN 

  

  

  

LED1 LED2 LED3 

 

 

AP P2MP

AP  

- LED1 LED2 LED3  

- LED1 LED2 LED3  

- LED1 LED2 LED3  

LAN/WAN  

LED1~LED3  



 

2 

   

  

  

1.2.2 &  

 

   

 ① GND 

 

 

② RST 

 

1 8  

③ LAN 

10/100Mbps RJ45  

 

④ 
PoE 

LAN/WAN 

PoE WAN

LAN  

PoE  

 ⑤ /  

  

① 

⑤
. 

④ ② ③ 



 

3 

1.2.3  

 

 

IP  

 

 

 



 

4 

 

  

 

 

2.1.1  

 

2.1.2  

 

  

 

  



 

5 

 PoE LAN/WAN

 

 

  

                     

 

− 1  

− 1 1 3

1  

− DHCP IP 192.168.2.2  

  

AP  

LED1 LED2 LED3  

 

LED1 LED2 LED3  

  



 

6 

 

  

 

 1  

  

 PoE LAN/WAN PoE PoE  

 PoE LAN/WAN  

 PoE LAN  

 

  

 

 



 

7 

 1 AP  

 192.168.2.1  

 

    

 

 

2  

 AP    

 

 SSID Tenda_1  

  



 

8 

 WPA2-PSK”>“AES”  

    

 

    

 

 2  

  

 PoE LAN/WAN PoE PoE  

 PoE LAN/WAN  

 PoE LAN  

* 

* 

* 



 

9 

 

 2  

 192.168.2.1  

 

    

 

 

2  

  

 

 



 

10 

    

 

 Tenda_1  

    

 

>  

 
  



 

11 

    

 

 IP  

(1) IP IP IP IP

192.168.2.10  

(2) IP 255.255.255.0  

(3) LAN IP  

(4) DNS DNS  

    

 

  

* 

* 

* 

* 

* 



 

12 

    

 

----  

LED1 LED2 LED3 LED1 LED2 LED3

 

 

> SSID  

2.1.3  

 

 

  

 

1 AP  
 

2  

 

NVR 
 

 



 

13 

 

 

2.2.1  

 

2.2.2  

2.1.2  

 

 

2.2.3  

 

 

 

 

1 AP  

 

2  

NVR 
 

 

 



 

14 

 

  

 

  

 IP IP  

IP 192.168.2.1 IP 192.168.2.X X 2~253

255.255.255.0  

 

 IP 192.168.2.1  

 
  



 

15 

 /    

 

 

2  

 

 

  



 

16 

 

WEB  

  



 

17 

 

 

 

   

❶  

 
❷  

❸  

❹   

  

 

 

 

 

1 

2 

3 

4 



 

18 

 

 

  

 
 

 
 

 
 

 
 



 

19 

 

  

 

AP WAN P2MP

 

AP  

4.1.1  

AP  

AP AP  

 

4.1.2 AP  

 AP    

AP   

 

 

NVR 

 

 

 



 

20 

 

 SSID zhangsan  

  

 WPA2-PSK”>“AES”  

    

 

    

 

----   

* 

* 

* 

* 

* 



 

21 

AP  

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 

SSID   

 

 

 

 

WPA-PSK WPA2-PSK Mixed 

WPA/WPA2-PSK  

 

  



 

22 

 

4.2.1  

 

AP  

 

4.2.2  

  

    

 

 Tenda_1  

     

AP   

 

 

NVR 

 

 

 



 

23 

 

>  

 

  

    

 

 IP  

 IP IP AP IP IP 192.168.2.10  

 AP  

 LAN IP  

 DNS DNS  

    

* 



 

24 

 

    

 

----  

 

> SSID  

 

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP  

* 

* 

* 

* 



 

25 

  

 NVR  

AP SSID  

  

 
 

  



 

26 

 

4.3.1  

 

 

 

4.3.2  

  

    

 

 Tenda_1  

    

  

AP   

 

 

NVR 

 

 

 



 

27 

 

>  

 

  

    

 

 IP  

 IP IP AP IP IP 192.168.2.10  

 AP  

 LAN IP  

 DNS DNS  

    

* 



 

28 

 

    

 

----  

 

> SSID  

 

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 

* 

* 

* 

* 



 

29 

  

 NVR  

AP SSID  

  

 
 

  



 

30 

WAN  

4.4.1  

WAN CMCC  

 

 

4.4.2 WAN  

 WAN  

    

 

 Tenda_1  

    

  

WAN   

 



 

31 

 

>  

 

  

    

 

 WAN  

 PPPoE  

 PPPoE  

 PPPoE  

    

* 



 

32 

 

  

 SSID zhangsan  

 WPA2-PSK > AES  

 87654321  

    

 

    

 

  

* 

* 

* 

* 

* 

* 

* 

* 



 

33 

    

 

----  

 

> SSID  

WAN  

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 

AP SSID  

  

 
 

 

 

- DHCP DHCP IP  

- IP IP DNS  

- PPPoE  



 

34 

 

4.5.1  

 

P2MP 1 4  

4.5.2  

1 1  

 

 

 

  

  

    

  

 

 

NVR 

 

     



 

35 

 

 Tenda_1  

    

 

>  

 

  

    



 

36 

 

 IP  

(1) IP IP IP IP

192.168.2.10  

(2)  

(3) LAN IP  

(4) DNS DNS  

    

 

    

 

  

* 

* 

* 

* 



 

37 

  

1  

----  

 

> SSID  

 

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 

AP MAC  

  

 

 

 

WEP  

  



 

38 

1 4  

 

 

  

 

 

1 

 

2 

 

3 

 

4 

 

 

 

 

 

 

 



 

39 

 

− IP 192.168.2.1 

− 255.255.255.0 

− SSID Tenda_1 

− 11 

−  

1 2 3 4 SSID MAC  

 SSID MAC  

1 Tenda_2 50:2B:73:FE:F6:69 

2 Tenda_3 50:2B:73:35:BA:01 

3 Tenda_4 50:2B:73:FD:8D:A1 

4 Tenda_5 50:2B:73:09:93:51 

 

 1  

 1  

    

 

 Tenda_1  

    

  



 

40 

 

>  

 

    

 

 IP  

(1) IP IP IP IP

192.168.2.10  

(2)  

(3) LAN IP  

(4) DNS DNS  

    



 

41 

 

    

 

 1 2/3/4  

 1/2/3/4  

  

    

 

 1/2/3/4  

    

* 

* 

* 

* 



 

42 

 

>  

 

    

 

    



 

43 

 

    

 

----  

  



 

44 

P2MP  

4.6.1  

P2MP

 

P2MP P2MP 1 4  

4.6.2 P2MP  

P2MP 1 4  

 

 

 

 

P2MP  

1 

 

2 

 

3 

 

4 

 

 

 

 

 

 

 



 

45 

 

− IP 192.168.2.1 

− 255.255.255.0 

− SSID Tenda_1 

− 11 

−  

1 2 3 4 SSID MAC  

 SSID MAC  

1 Tenda_2 50:2B:73:FE:F6:69 

2 Tenda_3 50:2B:73:35:BA:01 

3 Tenda_4 50:2B:73:FD:8D:A1 

4 Tenda_5 50:2B:73:09:93:51 

 

 1  

 1  

    

 

 Tenda_1  

    

 

>  



 

46 

 

    

 

 IP  

(1) IP IP IP IP

192.168.2.10  

(2)  

(3) LAN IP  

(4) DNS DNS  

    



 

47 

 

    

 

 1 2/3/4  

 P2MP 1/2/3/4  

 P2MP  

    

 

 1/2/3/4  

    

  

* 

* 

* 

* 



 

48 

 

>  

 

    

 

  



 

49 

    

 

    

 

----  

P2MP  

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 



 

50 

  

AP MAC  

  

 

 

 

P2MP WEP  

  



 

51 

 

4.7.1  

 

 

 

4.7.2  

  

    

 

 

 



 

52 

 WAN PPPoE  

 PPPoE  

 PPPoE  

 PPPoE  

    

 

  

 SSID FREE  

 WPA2-PSK > AES  

 87654321  

    

 

  

* 

* 

* 

* 

* 

* 

* 

* 



 

53 

    

 

----  

 

  

 

 

- AP  

- 

 

- 

 

- WAN CMCC ChinaNet

DHCP IP PPPoE WAN IP

 

-  

- P2MP  

- PoE LAN/WAN WAN Modem

DHCP IP PPPoE WAN IP

 

 

 

- DHCP DHCP IP  

- IP IP DNS  

- PPPoE  

SSID SSID  

  

 
SSID WEP WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK

 

 



 

54 

 

  

 

 

 

AP P2MP  

 

WAN  

 



 

55 

 

  

  

> LAN  

  

  

  

  

LAN MAC 
LAN MAC

 

WLAN MAC MAC  

PoE LAN/LAN  PoE LAN/WAN LAN  

LAN IP 

IP IP  

IP > LAN

IP  

 WAN  

 

WAN  

 

- DHCP DHCP IP  

- IP IP DNS  

- PPPoE  

WAN IP WAN IP WAN  

 
WAN  

 

DNS  

DNS WAN  

DNS  

  



 

56 

 

SSID  

 

 

  

  

SSID  

  

/   

  

AP MAC  

MAC  

- AP P2MP MAC  

- WAN AP MAC

N/A  

 

 

- AP  

- WAN P2MP AP

 

  

TX/RX  1 1  

/  

/  

- AP  

- WAN P2MP  



 

57 

 

AP ARP  

5.3.1  

WLAN LAN  

 

5.3.2  

AP P2MP  

 

 

  

IP  IP  

MAC  MAC  

/  /  



 

58 

  

/  /  

CCQ  

  

5.3.3 AP 

WAN AP  

 

 

  

IP  IP  

MAC  MAC  

/  /  

/  /  

CCQ  

  

5.3.4  

IP MAC  



 

59 

 

 

  

  

IP  IP  

MAC  MAC  

 

/  

 

 

/  

 

5.3.5 ARP  

ARP  

 

 

  

IP  APR IP  

MAC  IP MAC  



 

60 

  

  

5.3.6  

 

 

 

  

 IP  

  

 IP  

  

 



 

61 

 

  

LAN  

6.1.1  

 

LAN MAC IP  

 

 

  

MAC  
LAN MAC  

SSID Tenda_XXXXXX XXXXXX MAC  

IP  

IP IP  

- IP IP DNS  

- DHCP DHCP IP

DNS  



 

62 

  

 

IP DHCP DHCP

IP IP  

IP  

IP IP IP

192.168.2.1  

IP LAN IP  

 IP 255.255.255.0  

 
 

LAN IP  

DNS  

DNS  

DNS LAN IP

DNS DNS IP  

DNS  
DNS  

DNS IP IP  

 

+  

 

6.1.2 LAN IP 

IP 

IP / DNS

 

 

 > LAN  

 IP IP  

 IP / DNS IP

DNS  

    



 

63 

 

    

 

----  

 

− IP IP  

− IP IP IP IP

IP  

  

* 

* 

* 

* 



 

64 

IP 

DHCP IP / DNS

IP  

 

 > LAN  

 IP DHCP  

    

 

----  

DHCP IP

IP IP IP   

* 



 

65 

MAC  

6.2.1  

WAN  

ISP MAC

MAC  

 

MAC WAN MAC  

  

6.2.2 MAC  

1  

  

 > MAC  

  MAC  

    

 

  



 

66 

    

 

----  

WLAN MAC MAC

MAC  

 

2  

 MAC  

 > MAC  

 MAC MAC  

    



 

67 

 

----  

 

MAC MAC > MAC  MAC 

   

  



 

68 

DHCP  

6.3.1  

DHCP IP

DHCP  

 

LAN LAN IP LAN IP DHCP

LAN IP  

6.3.2 DHCP  

 > DHCP  

 DHCP DNS  

    

 

----  

 

DHCP DHCP DHCP DHCP

 

* 

* 

* 



 

69 

 

  

DHCP  / DHCP  

IP  DHCP DHCP IP IP 192.168.2.100  

IP  

DHCP IP 192.168.2.200  

 

IP IP IP  

 DHCP 255.255.255.0  

 

DHCP IP LAN IP

192.168.2.254  

 

 

DNS  

DHCP DNS IP 8.8.8.8  

 

DNS DNS DNS IP

 

DNS  DHCP DNS DHCP  

 

DHCP IP  

DHCP DHCP Request

7/8

IP  

1  

  



 

70 

DHCP  

DHCP DHCP DHCP IP

IP MAC  

> DHCP  

 
  



 

71 

VLAN  

6.5.1  

IEEE 802.1Q VLAN QVLAN QVLAN

 

6.5.2 VLAN 

 > VLAN  

 VLAN WLAN LAN  

    

 

----  

 

  

VLAN  / 802.1Q VLAN VLAN PoE LAN/WAN Trunk  

PVID Trunk VLAN ID 1 VLAN PoE LAN/WAN Trunk  

VLAN 
VLAN ID 1 VLAN VLAN

 

WLAN 
VLAN ID 1000 VLAN SSID Access

PVID VLAN ID  

LAN 
LAN VLAN ID 1 VLAN LAN Access PVID VLAN ID

 

* 

* 

* 



 

72 

802.1Q VLAN Tag VID VLAN

Untag PVID VLAN  

 

 

 

 

Tag  Untag  

Access 

Tag VID

VLAN  

PVID

VLAN  

Tag  

Trunk 

VID  PVID Tag  

VID  PVID Tag  

6.5.3 VLAN  

 

VLAN10 VLAN20  

 

 

 

 

 > VLAN  

 VLAN  

 VLAN VLAN 1  

 WLAN VLAN ID 10  

 

  
VLAN10 

VLAN20 

 









 

73 

 LAN LAN VLAN ID 10  

    

 

    

 

IEEE 802.1Q VLAN  

 VLAN ID VLAN   PVID 

1  1,10,20 Trunk 1 

3  1,10 Trunk 1 

6  1,20 Trunk 1 

 

 

QVLAN  

 VLAN ID VLAN   PVID 

 10,20 Trunk 1 

 

----  

* 

* 

* 

* 



 

74 

 

VLAN10 VLAN20 DHCP

VLAN10 IP VLAN20 IP  

  



 

75 

 

  

 

7.1.1  

SSID  

SSID  

SSID SSID SSID SSID

SSID SSID

SSID  

SSID SSID  

 

VLAN SSID

 

 

SSID SSID

SSID  

SSID  

 

WLAN

 

WEP WPA-PSK WPA2-PSK Mixed 

WPA/WPA2-PSK WPA WPA2  

  



 

76 

  

 

 WEP 

WEP LAN

WEP 54Mbps  

 WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK 

Mixed WPA/WPA2-PSK WPA-PSK WPA2-PSK  

3

WEP

 

 WPA WPA2 

PSK Wi-Fi WPA WPA WPA2

802.1x

 

802.1x

RADIUS

WPA WPA2

 

7.1.2  

SSID  

 >  

 SSID  

    



 

77 

 

----  

 

  

 /  

  

SSID SSID  

SSID  

SSID  

- SSID SSID  

- SSID WiFi SSID  

 

 

- 11b 802.11b  

- 11g 802.11g  

* 

* 

* 



 

78 

  

- 11b/g 802.11b 802.11g  

- 11b/g/n 802.11b 802.11g 2.4 GHz 802.11n

 

  

 
 

 

 

11b/g/n  

- 20MHz 20MHz  

- 40MHz 40MHz  

- 20MHz 40MHz  

 40MHz  

 

MCS0-MCS7

 

- 20MHz 65Mbps  

- 40MHz 135Mbps  

- 135Mbps  

 
SSID WEP WPA-PSK WPA2-PSK Mixed 

WPA/WPA2-PSK WPA WPA2  

 

- SSID  

- SSID  

 
SSID  

SSID SSID  

  

 

 WEP 



 

79 

 

 

  

 

WEP Open Shared  

- Open +WEP SSID

WEP  

- Shared +WEP SSID

WEP WEP  

 
SSID WEP  

“ 2” “ 2” SSID  

1/2/3/4 WEP 4  

ASCII 

 

5 13 ASCII  

Hex 

 

10 26 0-9 a-f A-F  

 WPA-PSK WPA2-PSK Mixed WPA/WPA2-PSK 

 



 

80 

 

  

 

 

- WPA-PSK SSID WPA-PSK  

- WPA2-PSK SSID WPA2-PSK  

- Mixed WPA/WPA2-PSK WPA-PSK WPA2-PSK WPA-PSK

WPA2-PSK SSID  

 

WPA WPA-PSK AES TKIP WPA2-PSK Mixed WPA/WPA2-PSK

TKIP&AES  

- AES  

- TKIP AES TKIP

54Mbps  

- TKIP&AES TKIP AES TKIP AES  

 WPA  

 
WPA WPA  

0  

 WPA WPA2 

 

 

  

 

 

- WPA SSID WPA  

- WPA2 SSID WPA2  



 

81 

  

RADIUS  

RADIUS IP / /  RADIUS  

RADIUS  

 

WPA  

- AES  

- TKIP  

- TKIP&AES TKIP AES TKIP AES  

 
WPA WPA  

0  

7.1.3  

 

 

FREE  

 

WiFi FREE 

 

 

NVR 



 

82 

 

 >  

 SSID FREE  

  

    

 

----  

 

FREE  

  

* 

* 



 

83 

WPA  

 

 

PSK  

 

 

 >  

 SSID gongchang  

 WPA2-PSK > AES  

 87654321  

    

WiFi gongchang 

WiFi 87654321 

 

 

NVR 



 

84 

 

----  

 

gongchang 87654321   

* 

* 

* 

* 



 

85 

WPA  

 

RADIUS WPA

WPA2  

 

 

 

RADIUS IP 192.168.2.200 12345678 1812  

 >  

 SSID hotspot  

 WPA2  

 RADIUS / 192.168.2.200 1812  

 AES  

 RADIUS 12345678  

    

  

RADIUS  

IP 192.168.2.200 

 

 

IP 192.168.2.1 

WiFi hotspot 



 

86 

 

RADIUS  

 

Windows 2003 RADIUS  

 RADIUS  

 Windows 2003 Internet RADIUS

RADIUS  

* 

* 

* 

* 

* 

* 



 

87 

 

 RADIUS IP    

 

 12345678    

 

  

  

IP  

RADIUS

 



 

88 

 

    

 

    

 

    



 

89 

 

    

 

 802.1x      



 

90 

 

 EAP (PEAP)    

 

  

 

 root

NAS-Port-Type Ethernet”AND”    



 

91 

 

 -  >>    

 

      



 

92 

 

    

 

  

802.1x  

 

 

Windows 7  

 「 」>「 Internet」>「 」  

 



 

93 

  

 

 M  

 

    

 

 H  

SSID

 



 

94 

 

 Microsoft EAP PEAP    

 

    

 

 windows    



 

95 

 

    

  

    

 

    



 

96 

 

 

 hotspot  

 

 / RADIUS /    



 

97 

 

----  

 

hotspot  

  



 

98 

 

7.2.1  

 

7.2.2  

 >  

  

    

 

----  



99 

WMM 
WMM QoS

APSD 

Automatic Power Save Delivery Wi-Fi WMM

WMM APSD

/

bit

- 

- 

Beacon

Beacon

Beacon

Fragment

RTS

RTS/CTS

RTS/CTS

RTS RTS

RTS

RTS

RTS



 

100 

  

DTIM  

DTIM Delivery Traffic Indication Message Beacon  

DTIM 0 DTIM 0  

DTIM =1 Beacon  

LED1/LED2/LED3

 

LED1/LED2/LED3  

LED  

  



 

101 

 

7.3.1  

 

− MAC  

− MAC  

7.3.2  

 >  

  

  

 MAC MAC  

    

 

  MAC

 

    

 

----  

 



 

102 

 

  

SSID SSID  

 /  

 

 

- SSID  

- SSID SSID  

7.3.3  

 

SSID  

MAC C8:3A:35:00:00:01

C8:3A:35:00:00:02 C8:3A:35:00:00:03  

 

 >  

  

  

 MAC C8:3A:35:00:00:01    

 4 MAC C8:3A:35:00:00:02 C8:3A:35:00:00:03  

    



 

103 

 

----  

 

3  

 

 

* 

* 

* * 



 

104 

 

  

LAN  

8.1.1  

> LAN  

 

 

8.1.2 LAN  

 > LAN  

 LAN 100Mbps  

    

 

----  



 

105 

 

 

  



 

106 

 

>  

Ping/Traceroute  

8.2.1  

 

SSID MAC  

 

 

 >  

  

----  

 

 

 



 

107 

8.2.2 Ping 

 

 

Ping 

 

 >  

 Ping  

 IP  

 IP / IP www.baidu.com  

 Ping ping  

 ping  

    

 

----  

 

* 

* 

* 

* 

* 



 

108 

 

8.2.3 Traceroute 

 

 

Traceroute 

 

 >  

 Traceroute  

 IP / IP www.baidu.com  

    



 

109 

 

----  

 

 

8.2.4  

 

 

 

* 

* 



 

110 

 

 

  

AP IP  IP IP  

IP  AP IP LAN IP  

Web  
Web TCP/IP  

80  

 Web

TCP/IP  
 

  

 

 

-  

-  



 

111 

  

-  

 30  

  

 

 

- AVG RX  

- AVG TX  

- AVG Total  

 

1 AP 2 1

 

− 1 IP 192.168.2.1 

− 1 / admin 

− 2 IP 192.168.2.2 

− 2 / admin 

 

 1 2 2  

 >  

  

 AP IP  

 IP LAN IP 192.168.2.1  

 / Web / admin  

  

    



 

112 

 

----  

 

* 

* 

* 

* 

* 

* 



 

113 

 

  



 

114 

 

8.3.1  

WAN  

 

>  

 

8.3.2  

 >  

  

    



 

115 

 

----  

 

  

  

IP  IP  

 

IP /  

 

  

  

8.3.3  

 

1Mbps  

IP 192.168.2.100~192.168.2.200  

 

 >  

  



 

116 

 IP IP 92.168.2.100~192.168.2.200  

 1Mbps  

 1Mbps  

    

 

----  

 

 

 

IP 192.168.2.100~192.168.2.200 1Mbps 1Mbps  

  

* 

* 

* 

* 



 

117 

 

8.4.1  

WAN  

IP

 

>  

 

8.4.2  

 >  

  

    



 

118 

 

----  

 

  

IP  IP  

  

  

 
 

TCP&UDP  

 
 

 

  

  

  



 

119 

8.4.3  

 

Web

 

 

− Web 80  

− WAN IP 202.105.11.22  

− Web IP 192.168.2.100  

− Web 80  

 

 

 

 >  

 

Web  NVR  

 



 

120 

 IP Web IP 192.168.2.100  

 HTTP  

 Web TCP&UDP  

    

 

----  

 

 

 

:// WAN IP :

Web http://202.105.11.22:80  

 

Web  

− WAN IP  

− 

 

− IP IP  

* 

* 

* 



 

121 

MAC  

8.5.1  

WAN MAC  

> MAC  

MAC  

 

8.5.2 MAC  

 > MAC  

  

    

 

----  



 

122 

 

  

 

MAC  

- MAC  

- MAC  

- MAC  

 MAC  

MAC  MAC  

  

  

  

  

8.5.3 MAC  

 

 

8:00~18:00  

MAC  

CC:3A:61:71:1B:6E  

 

 > MAC  

 MAC  

  

 MAC CC:3A:61:71:1B:6E  

 08:00~18:00  

 ~  

    



 

123 

 

----  

 

 

 

~ 8:00~18:00 MAC CC:3A:61:71:1B:6E

 

  

* 

* 

* 

* 

* 



 

124 

 

8.6.1 DNS 

 

WAN  

DNS DNS WAN IP

DNS IP  

DNS WAN IP IP

DNS DMZ WEB

WAN

IP  

>  

 

DNS 

 >  

 DNS  

  

    



 

125 

 

----  

 

  

DNS / DNS  

 DNS DNS Dyndns No-ip.com 3322.org  

 DNS  

 DNS  

 DNS  

DNS  

 

Web

 

DNS+  

 

− Web 80  

− Web IP 192.168.2.100  

− Web 80  

− DNS Dyndns.com  

− DNS tenda  

− DNS tenda.dyndns.com  



 

126 

 

 

 

DNS 

 >  

 DNS  

 DNS Dyndns.com  

 tenda  

 tenda  

 tenda.dyndns.com  

    

 

Web  NVR  

 



 

127 

 

 

 >  

 IP Web IP 192.168.2.100  

 HTTP  

 Web TCP&UDP  

    

 

----  

  

* 

* 

* 

* 

* 

* 

* 

* 



 

128 

 

 

 

:// WAN : Web

http://tenda.dyndns.com:80  

 

Web  

− WAN IP  

− 

 

− IP IP  

8.6.2 WEB  

 

WAN  

LAN  

WEB WAN

 

WEB  

 >  

 WEB  

  

    



 

129 

 

----  

 

  

WEB  / WEB  

IP  

IP  

-  

- IP

IP IP  

 

8080  

1~1024 1025~65535  

http:// WAN IP : WAN DNS

http:// WAN :  

WEB  

 

Tenda

 

WEB  

 

− WAN IP 202.105.106.55  

− IP 202.105.88.77  

− WEB 8080  

 

 >  

 WEB  



 

130 

 IP  

 IP IP 202.105.88.77  

 8080  

    

 

----  

 

IP 202.105.88.77 http://202.105.106.55:8080

 

8.6.3  

 

WLAN

 

 

 >  

  

 3:00  

  ~  

    

* 

* 

* 

* 



 

131 

 

----  

8.6.4 WEB  

WEB

 

WEB 5 >  

 

8.6.5 SNMP  

 

SNMP Simple Network Management Protocol

 

SNMP  

SNMP  

SNMP SNMP SNMP MIB Management Information Base  

− SNMP SNMP

SNMP NMS Network Management System

 

− SNMP

SNMP  

* 

* 

* 



 

132 

− MIB

SNMP MIB SNMP MIB

/  

SNMP SNMP SNMP SNMP SNMP

 

SNMP  

SNMP SNMP SNMP  

− Get SNMP SNMP  

− Set SNMP MIB  

SNMP  

SNMP v1 SNMP v2c SNMP Community SNMP

SNMP SNMP

SNMP SNMP  

SNMP v2c SNMP v1 SNMP v1 GetBulk

InformRequest Counter64

 

MIB  

MIB

OID Object Identifier MIB A OID

1.3.6.1.2.1.1 B OID 1.3.6.1.2.1.2  

 

  



 

133 

SNMP 

 >  

 SNMP  

 SNMP  

    

 

----  

 

  

SNMP  

/ SNMP  

SNMP SNMP SNMP SNMP

SNMP v1 SNMP v2c  

 

+  

 

SNMP  

Community 
SNMP SNMP public  

SNMP SNMP Community MIB  

/ Community 
/ SNMP SNMP private  

SNMP SNMP / Community MIB  

 ShenZhen  



 

134 

SNMP  

 

− NMS IP 192.168.2.1/24 NMS IP

192.168.2.212/24  

− NMS SNMP v1 SNMP v2c  

 

 

 

Community zhangsan / Community zhangsan123  

 >  

 SNMP  

 Community zhangsan  

 / Community / zhangsan123  

    

 

  

 

192.168.2.1/24 

NMS 
192.168.2.212/24 



 

135 

 

NMS 

SNMP v1/v2c NMS Community / Community

NMS  

----  

 

NMS SNMP SNMP MIB SNMP

 

8.6.6 Ping  

Ping Ping  

Ping ICMP ICMP

 

Ping  

 >  

 Ping  

  

    

* 

* 

* 



 

136 

 

----  

 

  

Ping  

/ Ping  

Ping Ping IP IP

 

IP  Ping IP  

Ping  Ping ICMP 300  

 

Ping  

Ping

 

 

1~65535 3  

N Ping N ICMP IP

Ping  

8.6.7 DMZ  

 

WAN  

DMZ

DMZ  

 

− DMZ  

− DMZ DMZ  



 

137 

DMZ  

 >  

 DMZ  

 DMZ IP  

    

 

----  

DMZ  

 

Web

 

DMZ  

 

− WAN IP 202.105.106.55  

− Web IP 192.168.2.100  

− Web 80  



 

138 

 

 

 

 >  

 DMZ  

 DMZ IP Web IP 192.168.2.100  

    

 

----  

 

:// WAN IP :

Web http://202.105.106.55:80  

DNS :// WAN :  

 

Web  NVR  

 

* 

* 



 

139 

 

Web  

− WAN IP  

−  

− IP IP  

8.6.8 Telnet  

Telnet Telnet  

>  

 

8.6.9 UPnP  

UPnP Universal Plug and Play UPnP UPnP

 

> UPnP  

 

8.6.10  

 

 

>  

 

  



 

140 

 

  

 

 

 

>  

 

 

 

 

 

 

LAN  

 

 >  

  

 30  

 GMT GMT+08:00

 



 

141 

    

 

----  

 

 

 

 >  

  

   

 

    

 

----  

  

* 

* 

* 



 

142 

 

9.2.1  

 

 

 

 

 >  

    

 

    

 

---  

 



 

143 

9.2.2  

 

 

− 

 

−  

− IP 192.168.2.1 / admin  

 

 >  

    

 

    

 

----  



 

144 

 

9.2.3  

 

 

 

 

 Tenda www.tenda.com.cn   

 >  

    

 

  

http://www.tenda.com.cn/


 

145 

  

 

----  

 

 

 

9.2.4  

 

/

 

 

1

 

 

 >  



 

146 

  /   

 

    

 

    

----  

APCfm.cfg  

 

 >  

  /   



 

147 

 

    

 

  



 

148 

 

----  

 

  



 

149 

 

>  

 

 

 

9.3.1  

 

 



 

150 

9.3.2  

 

 

 

  

 

 

admin user  

  

  

  

  

  



 

151 

 

>  

 

 

>

 

     

 

−  

− VLAN  

 

 



 

152 

 

A  

1  

 

− PoE LAN/WAN PoE PoE  

− PoE LAN/WAN PoE PoE  

 

2  

 

− IP IP IP 192.168.2.1 IP

192.168.2.X X 2~253  

− IP 192.168.2.1  

− IP IP

 

−  

 

3 IP  

 

− IP IP 192.168.2.1  

− IP  

 

4  

RST 8  

 



153 

B 

IP 192.168.2.1 

|

admin|admin 

user|user 

AP

LAN

IP IP 

IP 192.168.2.1 

255.255.255.0 

192.168.2.254 

DNS 8.8.8.8 

DNS 8.8.4.4 

O3V2.0 

DHCP

DHCP

IP 192.168.2.100 

IP 192.168.2.200 

255.255.255.0 

192.168.2.254 

DNS 8.8.8.8 

DNS 8.8.4.4 

1

VLAN

VLAN

PVID 1 

VLAN 1 

WLAN 1000 

LAN 1 



154 

SSID Tenda_XXXXXX XXXXXX LAN MAC

SSID

11b/g/n 

29dBm 

48 

WMM 

APSD 

3km 

Beacon 100ms 

Fragment 2346 

RTS 2347 

DTIM 1 

LED1 -90dBm 

LED2 -80dBm 

LED3 -70dBm 

PoE/LAN



 

155 

  

LAN   

  

 

  

WEB  5  

SNMP   

Ping   

Telnet   

UPnP  

  

  

 

GMT+08:00  

30  

 


	1 产品介绍
	1.1  简介
	1.2  外观
	1.2.1  指示灯
	1.2.2  按钮&接口
	1.2.3  贴纸


	2 应用场景
	2.1  小区电梯监控
	2.1.1  方案
	2.1.2  设置网桥
	方式一：自动桥接（推荐）
	方式二：手动桥接

	2.1.3  组网图

	2.2  塔吊监控
	2.2.1  方案
	2.2.2  设置网桥
	2.2.3  组网图


	3 设备登录
	3.1  登录网桥的管理页面
	3.2  退出登录
	3.3  页面布局
	3.4  常用按钮

	4 快速设置
	4.1  AP模式
	4.1.1  概述
	4.1.2  设置AP模式

	4.2  客户端模式
	4.2.1  概述
	4.2.2  设置客户端模式

	4.3  万能中继模式
	4.3.1  概述
	4.3.2  设置万能中继模式

	4.4  无线WAN模式
	4.4.1  概述
	4.4.2  设置无线WAN模式

	4.5  中继模式
	4.5.1  概述
	4.5.2  设置中继模式
	1对1中继
	1对4中继


	4.6  P2MP模式
	4.6.1  概述
	4.6.2  设置P2MP模式

	4.7  路由模式
	4.7.1  概述
	4.7.2  设置路由模式


	5 状态
	5.1  系统状态
	5.2  无线状态
	5.3  统计
	5.3.1  吞吐量
	5.3.2  无线客户端
	5.3.3  上级AP
	5.3.4  接口
	5.3.5  ARP表
	5.3.6  路由表


	6 网络设置
	6.1  LAN口设置
	6.1.1  概述
	6.1.2  修改LAN IP
	手动设置IP
	自动获取IP


	6.2  MAC克隆
	6.2.1  概述
	6.2.2  克隆MAC地址

	6.3  DHCP服务器
	6.3.1  概述
	6.3.2  配置DHCP服务器

	6.4  DHCP客户端列表
	6.5  VLAN设置
	6.5.1  概述
	6.5.2  配置VLAN
	6.5.3  VLAN设置举例
	组网需求
	网络拓扑
	配置步骤
	一、配置网桥（下文以第一个网桥为例，第二个网桥类似）
	二、配置交换机
	三、配置路由器

	验证配置



	7 无线设置
	7.1  基本设置
	7.1.1  概述
	SSID广播
	客户端隔离
	最大客户端数量
	安全模式

	7.1.2  修改基本设置
	7.1.3  基本设置举例
	不加密无线网络配置举例
	组网需求
	配置步骤
	验证配置

	WPA个人加密无线网络配置举例
	组网需求
	配置步骤
	验证配置

	WPA企业加密无线网络配置举例
	组网需求
	配置步骤
	一、配置网桥
	二、配置RADIUS服务器
	三、配置用户设备

	验证配置



	7.2  高级设置
	7.2.1  概述
	7.2.2  修改高级参数

	7.3  访问控制
	7.3.1  概述
	7.3.2  配置访问控制
	7.3.3  访问控制配置举例
	组网需求
	配置步骤
	验证配置



	8 高级设置
	8.1  LAN口速率
	8.1.1  概述
	8.1.2  修改LAN口速率

	8.2  网络诊断
	8.2.1  扫描信号
	概述
	扫描周围无线网络

	8.2.2  Ping
	概述
	执行Ping

	8.2.3  Traceroute
	概述
	执行Traceroute

	8.2.4  速率测试
	概述
	检测速率


	8.3  带宽控制
	8.3.1  概述
	8.3.2  配置带宽控制
	8.3.3  带宽控制示例
	组网需求
	配置步骤
	验证配置


	8.4  端口映射
	8.4.1  概述
	8.4.2  配置端口映射
	8.4.3  端口映射示例
	组网需求
	网络拓扑
	配置步骤
	验证配置


	8.5  MAC过滤
	8.5.1  概述
	8.5.2  配置MAC过滤
	8.5.3  MAC过滤示例
	组网需求
	配置步骤
	验证配置


	8.6  网络服务
	8.6.1  动态DNS
	概述
	配置动态DNS
	动态DNS示例
	组网需求
	网络拓扑
	配置步骤
	一、设置动态DNS
	二、设置端口映射

	验证配置


	8.6.2  远程WEB管理
	概述
	配置远程WEB管理
	远程WEB管理配置举例
	组网需求
	配置步骤
	验证配置


	8.6.3  定时重启
	概述
	设置网桥定时重启

	8.6.4  WEB闲置超时时间
	8.6.5  SNMP代理
	概述
	SNMP的管理框架
	SNMP基本操作
	SNMP协议版本
	MIB库简介

	配置SNMP
	SNMP配置举例
	组网需求
	配置步骤
	一、配置网桥
	二、配置NMS

	验证配置


	8.6.6  Ping看门狗
	8.6.7  DMZ主机
	概述
	配置DMZ主机
	DMZ主机配置举例
	组网需求
	网络拓扑
	配置步骤
	验证配置


	8.6.8  Telnet服务
	8.6.9  UPnP服务
	8.6.10  硬件看门狗


	9 系统工具
	9.1  时间与日期
	网络校时
	手动设置时间

	9.2  设备维护
	9.2.1  重启
	9.2.2  恢复出厂设置
	9.2.3  软件升级
	9.2.4  备份与恢复
	备份
	恢复


	9.3  用户名与密码
	9.3.1  管理员
	9.3.2  访客

	9.4  系统日志

	附录
	A  常见问题解答
	B  默认参数




