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- TERBH LEFMED VLAN, EEEVESEIREIEORINE VLANS, EiEZZI Mg &
im0 E VLAN7,

- EERARENE OB IR VLANS F VLAN7,

L A Zedl B

o e
P ——

(=g
S 1 700 VLANG

1. =i Mg E] > TVLAN $193) > 1802.1Q VLAN] »
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2.

TBg 2

$E 3

AEESAIN, EEENEORRANNTERER TS

_ “VLAN I D” yg “5” o

- “VLAN #518” 3 “W55887.

EESE2, RE—F

802.1Q VLAN

REwmO B,

VLANii#

“VLAN ID” A “77, “VLAN#2R” R

IPvatibit
default 192.168.10.100

Espil

HHERE

R MMigE) > TVLAN X531 > TiwORd -

SAEROsEEN ¢ e,
SAERO7EEN © e,

SO LEEN © &,

802.1Q VLAN EROER

2 Access

3 Access

4 Access

8 Access

—. KEXRKN B
XN B BNIRES BERIN A WNIKSEST BHEE, XERAEHRITER,

SRR

iﬁ% “PVID” ?9 “5” o
iﬁ% “PVID” ?9 “7” o

iﬁ% “ij&%%?g” y\j “Trunk” s
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“hi7E” B VLAN RN,

THIHEES

255255 2550

“Tagged”

Untagged

Y
&

I
&

?9 “5,7” o

fog-ti=y



WIFic &

RIREVRAERIARSS2S, FRELREMERIARSS 28 ; ABRITZEALUEE; mHEfaTMIISERT

RERE(S,

A
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4.3 DHCP H4%

£ DHCP MEZAMEIRE F , TR T P inMIARSS 83 FRE—MEE M. XEEL 2 T %1 VLAN FIRE,
FEANTD VLAN ZRECE— DHCP fRS325, AMAS. A3ZHMYIEM DHCP h 4 {IEThRE, REBETER
[FIEIM Z 8% & DHCP IERMMEHE, HSZ NEIEMAILHEZE—" DHCP fRS325,

DHCP 4 CIE T ERIBAI T E,

’ DHCP EFi% DHCP dhéz ’ DHCP fR$552
DHCP Discover
(1 48) DHCP Discover
> CHURD
P>
DHCP Offer
DHCP Offer -3 (B8)
<
DHCP Request
D) DHCP Discover
> (238)
>
DHCP Ack
(8$8)
DHCP Ack |<
=%

- X DHCP F4tUsE| DHCP & imBI LA #8575 TN & 1XRY DHCP discover 5§ DHCP request &
X[G, BIRXPHY giaddr FERIEFEN DHCP R4k IP #hidlk, HIRBRERIR BB AL
1EEH) DHCP ARS528.

- DHCP RS2 RIEIRSCPHY giaddr FEIEMAULMFRIEEMREMUEZRY 1P s, HIFHEHH
% 1P tiHE BRI B iR SCR X4 DHCP gk,

- HUWEIkRBEIRSWAIN ZIRES, DHCP 4R MIFREHE B -RY Option 82 FEL, 3§ DHCP
R E RS PAkiz E RYHEE L g HRT 8.

Option 82 IEM X #HF A DHCP 4t IE{5 2% (Relay Agent Information Option) , 2 DHCP R HAY
— Option &I, ZEWIZRT DHCP BFIHHIEER. &0 LUESIZEE M ZEIXS ) DHCP &
U, MIISRIIXFFURAIAE. THEERSEHIThEE; Al LATE DHCP AR 28 EARIBZIEIN S SR BN IP
IR E SO ELRE, MMSEI IP #utRY R EHER.
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AITHRAERIN K] Option 82 B TIENE. FFE/E, A3ZHALAY Option 82 &I TAEHHII T4k
eSS P USE S

BRI ENAN AR 112 DHCP i&RIRXHY Option 82 AT{E B, Btk

ZIR .
5 Option 82 &I HY DHCP 153Kk ®)
% o 18T

BTN EIAN AR EWE DHCP EFIHEREHIHEO4S. DHCP B iH
MAC EFIFR/E VLAN,
RIBALE A9 Option AT DHCP &RIRSOHITRIE,

- B BERENINANRA S IR RER Option 82 i&Wl{E BT
Bk,
¥ Option 82 &I A DHCP &KX
- RE: REIRXPEAM Option 82 EBURESFHHE K ZIRT -
- EF: EFHA Option 82 LTI DHCP &R/, #AF T Option 82 %
IH) DHCP & KR
DHCP &R HIB% DHCP M Z 3R X H Y Option 82 &M, Bt & ZIR

£ TRHRIKE] > TDHCP A4k TTEF, ERILEZE DHCP Hdx#im),

DHCP== (_

Option 821N ESEi]

Option 82 ERE i

SHIRE

VLAN ID BS=|P EfE
EFEE
SHHEA
o] iR

FFIE5% 517 Option 82 i1, Option 82 IEIWIZ R 7 DHCP BF iR BIS 2,7 /5 7 Option 82

Option 82 &I . . . N
eI, Option 82 EIRMEA 2 £

Option 82 &I B AN ZIF =F Option 82 EIERE:
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PR

VLAN ID

k%23 1P

L
- B BAHENEGAN N A B RIRSC PR Option 82 WIS BHEITH K,
- RE: REBWXHPEB M Option 82 IETREFH K IR,
- EF:. EFHE Option 82 &I DHCP i&KIRX, ¥ & T Option 82 &L DHCP
BRI
P ImFT7ERY VLANG

% VLAN T2 EFEN, BEREE=EEZEON VLAN,

2 DHCP AR5 25 H9tbLE,

TF2 DHCP RSS2 58 FUFT7E VLAN B9 IP Hih R R 72 R — 1N ES o
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4.4 DHCP {silft

DHCP fiifff (DHCP Snooping) E&—{R#" DHCP REMZ £V Hl. BEIT:
- {RiE DHCP FF iReES M S IERIBRSS 23 3REXE! IP M3k,

AN EEHEMEI AR DHCP BRS328 A MANRIZENEERO, HEittin[MZRENIHE
EimO. SHANIHEERORY DHCP R3GHTHA, EFIHEEROR/Y DHCP IMRARIZ, M
MfRIE DHCP EFimRBENGIER) DHCP ARSSESIREN IP ik,

- i85 DHCP Snooping #&Iil,

AN B A0 DHCP-REQUEST RS AMS(EiHWEIR) DHCP-ACK 3, 125 DHCP
Snooping IR, HPEIEEFimHI MAC it DHCP BR$S889 DHCP EFuRHSERY IP ib
k. 5 DHCP EFimERANIROM VLAN ZHEFE. DHCP Snooping &2 ARP &AM EEHY
HEKIE.

DHCP il LaE B Z AMIRFNOT, FRIKSIHAL 1 32 2 #FFFF T DHCP [lAThEE,

EERO: KO 1. w04

DHCP k%23
IEEMO: MO 2. W03, 805 7

ST 2 AL 1

w0 2

i®0a 5 IO 3

DHCP &F i 1 DHCP & i 2

e

FFET DHCP {lfrIhEE AN R E (LT DHCP FF %5 DHCP ARS8 28], 3 DHCP &/ ik 5 DHCP 4t
8B, DHCP {lilRThBEA BN ; 1&&{iT DHCP BR%E2885 DHCP #4227 je]fY, DHCP flilfIhae T,

£ T3HEIRE] > TDHCP iffry TIEA, EAILEZE DHCP fiff#gml,
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DHCP{0 ( )

wORE
0
1
2
3
4
5
T
8
9
10
g L
AR
o m
mOJEME

Option 82 IEIN

TR B

mEE Option 8231 e B

ef=EE0 il Eiz Z
ef=EE0 il Eiz Z
IEEEED A EiE z
IEEEED A EiE z
IEEERD i =iz Z
IEEERD i =iz Z
ef=EE0 il Eiz Z
ef=EE0 il Eiz Z
IEEEED A EiE z
IEfEERD Bl EiE z

BiEA

IHOHRS.

O/ DHCP (iR /E M,
- EERO; JUEEBAZEREIN DHCP IR, BT EIESEM DHCP AR5,
- FHEEEO: EFEWE DHCP MR, HFRXLLiHO _F22&M DHCP IREB(TLEN
DHCP EFim 2B 1P ik,

Option 82 JEIWIRZ, Option 82 IEXMIZH T DHCP BEFIHMAIE SR, FF/E T Option 82 i1,
RIS A 2%, Option 82 I T{EHHIIESEE Option 82,
AN L= Option 82 TN RS :

- B BAZmARIANAS BRIRX IR AR Option 82 BT EH#HITHE R,

- R REF/XPEBM Option 82 EBIMREHE L

- EF: EFWE Option 82 &M DHCP i5RIR, &R Option 82 3EIWHY DHCP
BRI
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4.5 4R

451 R

RN T EBRERRIFRE, BRIFRRFENT BX R, FIREERIRED.
AR Z3F STP. RSTP. MSTP =#h4 it ks,

STP

STP (Spanning Tree Protocol, £MMY) FIRIE IEEE 802.1d fEREILR, BFEREMPEREE
SRR EYIRIARE, HIBEER UREGINIDN. BITZMNAIEERSRIERZEEEAMWERNIFEE,
HE G E LR HITHEE, REGIFRMELSEETRTIRRITNE MELEN, MMPLLERERE
IREE LR AR BTG A L PREIR, SBUSEIRSGGIEEEN TR,

STP hNIRX

STP RAMMYIRSZE BPDU (Bridge Protocol Data Unit, #fiiXEkiESE ), thFAEREESE, BPDU
FEE7T BHIE B RFIEEY SR AE NI EIEE,

STP B Ei& & 2 BlfE 3 BPDU RHEMEZRIFHAFTMNGE ., STP WX HEY BPDU 22 AW E:
- EZE BPDU (Configuration BPDU) : FE3R#1T 4 R iT B4R 4 BRI HRFMNOIR S

- TCNBPDU (Topology Change Notification BPDU) : Z3RFMEMEA LT (LAY, AR@ERAEX
REMEIRINEN L ETHRIR

STP BEA#E=
= FID

17 1D BAFRIIL TR MAC LR, HPHLERZE— TR LURERN SR 7 1D v, WHFEILKE
=, 17 1D BRI IR,

= IRME

WHZBI M ELEM AN E IR, T2 STP 5IANT R (Root Bridge) B, RIFEEMFPEERE—
1, BIRIEMSIRINIZ MR, FRHFHAEEER.

LR WIET, A IREEMNE AR, EMEBE/ECE BPDU AT MmN, LM
FIMIMEER, RERIREA SRAINLIXEE BPDU, HERERWHHAITE K.
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= Riw0

RiwO, FE—TMEFRRE LBERTRIONKED, ARSRHETERS. FRmgg EFARE—
RigO, RFLERERIED.

= fEESSEERD

- EEM WT-RIREMES, E5FVERBERAIERANEKL BPDU BIRE; XT—1
REWME, ERkAEmMRE% BPDU B,

EEMER, FRFIRETERNRESASIEER, SFERRIEGHERIMREER
FHERS, WIFF ID RIFANRBESBIEIEER.

- EERO: ¥T—8KREM=s, AEENRZENEA BPDU BiKEH; XF—TRENMES,
RIEEMEAM R & BPDU AYiKH.

= BREAH

STP YA FIEFEBNSEE, STP MBI HEREFH, EERA B IR, EESZR
ASER, RSB R TTIF BR AU B LR 4544,

TE7 STP EAHSAHNE, 3THAH AL B C =EIREE,

ZHAL A

%0 C6

%0 B4 %O C5

SR B ST C

2 STPItHEIZG, N A IR NS, wO A2 MimE C6 2B HAE,
- B TN A READWERIREE, R B B3I C BIIEEF

- 0O 0 B3 MO C5 £5 A3 B F13ZHEAL C BiRmO; 0 AL Mg B4 2314
T A FIAZHEN B IIEE RO, w0 C6 AN C FEEIR O,

BPDU L&k bR
IR#F ID #/)\89 BPDU LEhEm; &R ID 88, NILLIRIREREFH, kA ER: B BPDU FRRIIRER
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RFFSHM EARIROAXNNMARZEFHE, RIRMEZMA S, W S BB BPDU fLfcinE.

EIRBATFHEMER, MK ELRISER IDIEE RO ID. EWiZ BPDU MmO ID %, HiAER/E BPDU
RAEL RS-

STP MitHE 12

1. RS
IR BNENMEOEBRESEHSER U B S AR BPDU, IRERE TN 0, 18N ID B BIRE D,
FEEIROAREO,

2. #FE&L BPDU

IR BHMINLIZE SR BPDU, ENHESWEIEHTIREXKIERN BPDU, &L BPDU RYEF I T :

IR RWE

HimOUeEI8 BPDU th iz BPDU BILICRIREY, IR SEZEREIN BPDU £5, XiiZin M BPDU R{EE

AT,
1
HimOUEI8 BPDU tb % BPDU ML k=Y, iR L AEWEIM BPDU A A iZim O BPDU AR
MRA,
2 REBAERKOMN BPDU #1THER, EE&MH BPDU,
3. EEIRET

MERFIBRIZEETIBPDU  , LEIRIRMT ID, RILEHIRIT ID S/ ARSI R
4. EERIRO. HEERD

RisH. EERAERIENT:

FE KA
1 FFRIE B BPDU BIAR M iR A E AR o

S HERIBRIHOM BPDU MARIBOMNEEFH, A8 MHOITE—MEERD BPDU:
- 1R#7 1D B ARIE ORI BPDU RIARAT 1D
2 - REEFFHEIRARED BPDU MIREREFF 8 I L ARG O RZA B2 FF 8o
- IEEW ID BMAEHIREMN 1D

- EEWOID BB SO ID.
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IE RE

REEAITEH RN BPDU MEEHERO A EREO LA BPDU #1THR, HIRIBLLRER#IT AR IE:

- WIRITEYRE BPDU B, Mg & MG 2RO EAEERD , HH 89 BPDU #i+E HRE BPDU #if,
3 HEARAMERINR X,

- MRIHOLER BPDU B, MIEEAREHZEHOM BPDU FE5 I OME, WinOBABEATUE, RiE
B %% BPDU,

¥ I

EHRIMEERS, RERKEOMEER O ARE, HEROHL FEBRZE, MR EUW STP HIRX (BPDU)
A% % F P 8542,

STP EMf28
= BXEEREYiE] (Hello Time)

IR R B EIRYAZ A &% BPDU R X AIETE)EIfRE, SRR S FEHNIE,
= E{BtiE (Max Age)

MREBHEANEG, %8 REIRFRENAHE BPDU $3iEE, BARBYIERETFHRENR
& BPDU #IEE, EFiTEENN,

" BRI (Forward Delay)
fea i in RS TS BEIR BT 8],

RS AMBEFNAITERMNHE, ERHNEHRAEENNEL, FIEMTESIN
# BPDU AU ZUEBE MWL, WMRIMELRKEOMIEE RO LLFIREAKRIE, FERTEE
BIPERYIRARR, (L, STP RAT —FRETERINEG, MELREOMEEROBZET 2 EHRA
B EA BB NERRE, XNERIENTTHFRIN BPDU ELEBE WS,

RSTP f&1 7}

RSTP (Rapid Spanning Tree Protocol, R4 MHIN) B IEEE HIEH 802.1w iEEN, TEM T3k
7 802.1d STP ¥, BRT #1 STP N —H EEE R E1. IRETRERAINEEN, REBMFAME “IR
RSN . NR—NBIFEMRIMTE Sz RSTP M EBERREERSY, —ENERINIEMEEMER
M RFERIENE (FRN STP FEARLY 50, RSTP RRE 1 #EA).

RSTP th @iBid 1118 & 2 alf% & BPDU R E WLZHTNEN, 1B RSTP BY BPDU #&=0F1 STP 89 BPDU
BREDEFERE, THRFIMNIZR, $H8 RST-BPDU RGEIT 71 A N RRABE R ZIEEN R,

RSTP 1, SEIURIGOMFERE is QRPR T REEBRIRI R FAI0T

29



- RiR0: A& LIBNVRIEOBLFER AR, MELHEEROEF R &R,
- EERO: BEERARLSRO, WEEROUERENELRS; BiEEROZE P2P
imH, WIREMELSTHERETF, FEMMERIZIHENE RS,
= B%E0

migE (AR

BEROR—MITRRKIFASHNIEE RO, JEELHRNMERO, BEEES
BT BBGIROZKE

i) o $EE AALIR ORI RET BRI LRE, MAFEZFHEMMF IR,
BPDU X, RZTHIBa%ZHO, FA—MEENEMMED, S5EMNIITE,

= P2PiHO
P2P i O 25 EEE s O, £ RSTP/MSTP T, FAEEE2WNITER THIHROBIANE P2P

o

MSTP fai 7Y

EEEIEHIESR STP #1 RSTP FHEM T LR E:

- STP REERETH, BMERERXN RIS IRO, WA FEFMIE A GTERSHYET a5t
B, mAA I ERARS.

- RSTP SR LURIRUER, EF STP —#, ATFBEEMNAFTE VLAN ZHZE—1RE RN,
IEPRE VLAN BYIRCERAXARE i #1735 &, FEEFR VLAN FRZE TRBER , BE7A7E VLAN
BRI EE TR 2 A T Et9 T,

MSTP (Multiple Spanning Tree Protocol, 4 MY) B IEEE HIER 802.1s tnEEN, A STP Al
RSTP ¥, RERTLURERUKER, tHEEFERR VLAN FRERZBNERES L, MMATTRERIRRTE
YFRIA B SBEANE, SRR T STP A RSTP BIERRAE.

MSTP BU4FmanT:

- MSTP @ “VLAN-SE” BMRETR, 8 VLAN FIERMEARER, EZ VLAN 45—
SefEleh, FF LSRR SCIN G Hii9

- MSTP B—MERMMLELI D RE M, SMAREHSEREERN, SDERMHNZEIHR
IRz,

- MSTP R BMLEBI M A— NIRRT EIRES , B SCTEIF R LSRRI £ R T RTEIR,
ERERMHE T BIERANS I IRERE, AHIERASREDRIRI VLAN SRR A D 1E,

= MSTIH

MST 13 (Multiple Spanning Tree Regions, Z4RAE) BHRIEMLEHRNZHIZEURENZEH
MELFIM R, XLIGE R TR
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- AR T ERR TN
- EHEHER,
- FEEEHEIER, B VLAN 5 MSTI [a)8gT X RVECEMERE.
- MSTP EIEFLRMEEER.
- XEGEZEET YRR ER,
= MSTI

— N MST HAA B ZREMN, SREMRNEFRN— MSTI (Multiple Spanning Tree Instance,
ZEMMEA)) . £ MSTIEA, MSTP IRIE “VLAN-SLf)” BRESER, £MZNERN, H¥ VLAN B
HEIEMN, £RTEARS STP #HRE.

= IST
IST (Internal Spanning Tree, WEBEMN) & MST A —IR4SFREVE RN, BEBRIFHZ R MSTI
0o

= CST

CST (Common Spanning Tree, AH&ERN) BIEZEMERFTE MST BHBE LMK, MSTP & MST
WEMEAIGE, EEHEITEHER CST,

= CIST

CIST (Common and Internal Spanning Tree, RHEMAEPEMN) B—RIEEMEAMMEIEENEE
FEAY, ERFRE MSTIEAY IST Bl L CST HEMMEE LR —IR SRR B 8 4 A

= R
14#R (Regional Root) & MST A IST 3¢ MSTI BUiRHT. SEMMEINRRE, HigRBAsER+EE,
i

u
g3

Z1R (Common Root Bridge) Fti& CIST BI1R#F, MSTP i@ BPDU tbiR, EENMMLHIEL — &
AN ERNBIR,

MSTP [8] STP —#¥, {3 BPDU #THMMENITE, R=Z BPDU FIEHIE MSTP NECEFESE. MSTP
BRI TEENT!
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o —
h—-——-———,

/

MST 15 B

oy
N e e e e e

MST 1% C Y& MSTI IRINREEWT:

% MST 1 A

| |

| L |

| a0k

- | 2 |

| MSTIO MSTI1 |

ST 2 s | |
| \ ® iR |

VLAN1 BREFE] MSTIO | _9 ——— MSTI ;mq
VLAN2. 3 BRS4EI MSTIL :- MSTI2 |
_________ J

VLAN1 BRESF) MSTI2

i RS

MSTP 1, #RIEHOEE A EIEMIANELIE BPDU #R3, BIRHCRSXI 537 LA T !
- Forwarding: EWHLAHIE, BEWHKRIX BPDU #R3, #HITHIEFES],
- Learning: NMEWERAHIE, EWHAIX BPDU IRX, BHITHMIFS,
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- Discarding: REWEFEAHIE, BWEFRLKE BPDU IRX, R#HITHILEFES],
- Disabled: ¥EHEKETF.
wmOAE
MSTP BR[O A &5 LT LA
- Root: tRERO, FRIFHIBEEAHERM, ARAEEHARELEIENKO,
- Designated: f&EHRO, fAZRM THMEEIREELAHERNKO.
- Master: Master i, & MST HESRIHD, UFBEMIRSRNSEREZ L,
- Alternate: Biftin, RimOF Master IO & im0,
- Backup: &#%imH, FBEHRONEHDIKHO.
- Disable: 22RixO, ¥R AR,

i A A B REE T AR,

HinsgimO: w0 AL, %0 A2, %0 B3, kM B4

EEEIEAR

Master i #HA AL

FimimO: w0 A2, w0 Ccl
0 AL %0 A2
FBEHO: WO A3, w0 B2, iwA A4,i%0 C3
FipiwO: O c4
RO : %A B1, %A C2

I B AL C

iHA C4
%M B3

452 RicEd

£ TxeiigdE) > TER) > T2RRE) TESR, B UEEERNNEESH.
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*RicE

2Bias BOEE wO% THIEE
Et (;;.
=i MSTP
Eo% QUL E|
IR BiBg
H RS FERS/ 2 A BTN AL,
BRI A BRI IR
- STP: EmFHmY.
SIS - RSTP: BRI, A STP MY, FIRHEHEEKRmTE,

- MSTP: ZAERMNN. A RSTP #1 STP MY, FAIEANTRERERT BN E

SEHLE,
~
JL
Mg &
meE
EXE{EE 20 s
Hello Time 2 s
FoAIERT 15 s
BAOHE 20
FE: EEkE>=2x{Hello Time+1) A& kit B <=2x(sE FITE-1)
LT 32768

34



SRR

PR BiEA

BPDU TEA NP EEMBREMRICETE], RAZMEILERGIIT:
BRAEBTE] - BAEMEIE = 2x (Hello Time + 1)

- BAREWMNE < 2x FEREN -1)

Hello Time A &% BPDU MBS [ENEIRG, ZAIAA 2 ),
LR TEMEININRE S, NGRS IR TR AT E, BAIAN 15 #),
BABK HiSGRX R R EARE, BT RRE 4R AIANE,

TS5 ERMITBHRERLR. MAREREIMINEE ZRENRTNEERE,

iR
" 2 g2 (e TR SR S B SR LIS B AR AR

MSTP I &

MSTPIHiEE
& 000011223367
ELEER 0
BEEREE 0xAC3B617TF50283CD4B53821D8AB26DEG2
SR
Ay R BiEA
H& MST iF45IR (Multiple Spanning Tree Regions, Z4HHE) , FIAJITIENLEY MAC Hik,
BEEFR RHABI MSTP BIEEELR, FiA7 0,
EEEE HRHE VLAN 5 MSTI BREY R R ITE HRBIE,
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MSTP 2%

MSTPIZf
=HID BREIEIVLANTIZE brdimnd BE
0 1 32768
S¥5 8
PRI ]
241 1D REZUEE 32 M3, 0 AREBERN, & 32F58imitE 4.
BRETHY VLAN Flz SLAIRRETHY VLAN,
LFiRy v s LHINRSEMIER, BT MST IFHHN S SSHIARFRIEES,
FEEIRH
1SERIF O
D 32768:0000.1122.3367 REID 32768:0000. 1122 3367
1RID 32768:0000.1122.3367 Riml none
RIBETE 0 FEFREEETE 0
AL g s Topological_stability E = EibETE 2019-05-27-19:27
S¥H A
PRI A
#1D A THRAN AT ok +4F MAC Hthit,
AR ID RN TR AR IR ERIFFIL Fo & +45F MAC Mtk
REEEFH RBANBREFESHIBESELNAEMNIRREREZN, RFIRRETERZ 0,
A IEAATE 4 R AR MRS,
MRS -

- Topology_calculation RREMNITES, in[IRESEREE, BN FEEREREIER.
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PR BiEA

BE STP hilit B E)iK, BRABR T, Topology calculation RS K4 50 #;
i RSTP 5 MSTP M7E 3 #' A,

- Topological_stability Z&xnisIRSIRE, LB MEIESR,

STP 1 RSTP thiX B, ARFNEEHMIK+MAC Hitlk; MSTP hiNAt, 2RIBIEEMNME

Ri 1D R+MAC bk,

im0 AR £ BRI AR o

o £ MST AR L, BFEERENTHEREAHENSEE, INEEREZHRARER
WIERRHONEKIE, B8], RRRERER.

REHRINE LT E] RN RVEY B,

453 wmhgE

£ TeigE) > TERW) > NEMIRE) TTES, B9 UEEIIHEON STP 24,

ESS )= imgEt LHER
] STPHES L W] P2pPix[l B
1 = =i =F]
2 Eay= FH] =E]
ar= Fi =gl
4 i1 = e
5 e ESE =]
e i3] =kl
7 R e =5
L] e FH Bl
9 = e =E]
0 = Bz =]
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SRR

PR

i)

Um

STP RS

P2P %0

BiEA

O S0

U 4 BRI THRE VIR AR RS
SeREENHMONERMINGEEABE, ZROFS5EMMNITE.
BEEEEELRLS. BENLGHOTREIZIERLRS, MAEEEHERMFESIR
RS BiGumOEIE] BPDU X, ¥ BT RIFAS 0. BIAFTEIROEAIFAEE O,
- XH RTRmARIEBSZRO.
- AR RRmOABEEC,
AN RIRO A LU TIRRMTR . £ RSTP/MSTP T, FIBEES N TR THHmAMIA R 23T
Rim0. BIAOBEIRA,
- B wABmIRAIRE R P2P k.
- FHE: iw0E P2P o

- XH: WmARE P2P HH.

4.5.4 wmO%T

£ TeiigE ) > TERR > NisO%T) TES, SAUEEREOAE. BN EFNERNBIES

1B/t
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=ERE
20
MSTP
1 0
2 0
3 0
4 0
5 0
T 293
8 0
] 0
10 0
S

FR IR

i

MSTP

RSTP

STP

TCN

Unknown

lllegal

wmO%LT ZRIER

AiE Hlg
STP TCN MSTP RSTP sTP TCN

0 0 0 0 0 0
0 0 0 0 0 0
0 0 ] ] 0 0
0 0 i} 0 0 0
0 0 ] ] 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 ] 0 0
0 0 ] 0 0 0
0 0 ] ] 0 0

BiBA

i ETECS

U6 & % /EW M MSTP B2E BPDU MEE,

WO & IXEAZWA RSTP EZE BPDU MIEE,

WO & IEAZWA STP EZE BPDU MY =,

U O & %E/EWHY TCN BPDU Ik =,

mOEFHAR STP BEE,

mOEFHEIR STP B E,

455 LHERE

£ TRMRE ) > MEpR > TRAERE) ES, ERIUEEMIZRE MSTP SHI(E
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Unknown
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0

0

Illegal

0

0



>
il
i
]

ZHEID

&0

@

SR
A B
K 1D
Uik
mOAE

I PR

1R 1D

FEEHF ID

=

mHiRE

wmORe

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Designated

Disabled

Disabled

Disabled

O ZHIES
| ouz Il O
BOIKS fEiRID fEEHFID fEERDO {75 IaEFTE B
Disabled 32768-0000.1122._. 32768-0000.1122. .. 0 128 200000000 Z
Disabled 32768-0000.1122 . 32768-0000.1122 0 128 200000000 Z
Disabled 32768-0000.1122.__. 32768-0000.1122. . 0 128 200000000 Z
Disabled 32768-0000.1122._. 32768-0000.1122. . 0 128 200000000 W
Disabled 32768-0000.1122._. 32768-0000.1122. . 0 128 200000000 Z
Disabled 32768-0000.1122._. 32768-0000.1122. .. 0 128 200000000 Z
Forwarding 32768-0000.1122 . 32768-0000.1122 7 128 20000 Z
Disabled 32768-0000.1122.__. 32768-0000.1122. . 0 128 200000000 Z
Disabled 32768-0000.1122._. 32768-0000.1122. . 0 128 200000000 W
Disabled 32768-0000.1122 . 32768-0000.1122 0 128 200000000 Z
-
BiEA

RSB ID, AIBEEZKAIREON STP IRFER.

IRAR S

mAEERHKAREENAR, BEBESNmOAE,

IROPH TERS. BEES GRS,

ERIZ FEIFA SR+ MAC Hdik,

S5AZMNEEH B AR R BPDU BYig& B4 ID.

RIFOME i O AIEENT ID B& X BPDU XA ERIREIIN ID; EEIRONIEENR ID
BIREAS BT ID.

EEMRZS A & BPDU BYiHH,

WIRHT ID. IREETFE. 71D BAEEN, BOREAEHERE0ETSRENREONE
BUIE, WORERENT, RS,

£ MST AR SERIS, BTFEEREMNITEREAHENSEE, INtEHEZEORE
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PR BiEA

BERENREONKE, @), FJRRNERES.
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4.6 LLDP 1528

4.6.1 R

LEIMEIRENTAATEZ ARANEEREER, ATHERR BNREEBENEFHELMHR
ERENRASMEERER, FEA—MIENEERRT A,

LLDP (Link Layer Discovery Protocol, fE&E&AIMMN) BET —MITENEREELM AT, BJLUSZIR
RENEEREH. EEMIE, IGERR. BOMRSFERALEKAREN TLV (Type/Length/Value, JFEBY/
KENME), H#t3E7E LLDPDU (Link Layer Discovery Protocol Data Unit, EiRE&KIMMNEIEET) Tk
LR SECEENSE, SEKREIXLEEEEHELNRE MIB (Management Information Base, BIEEE
) B RERER, MESERSATLLET SNMP (Simple Network Management Protocol, {8128 4%
BEMHIN) FRIXLEER, UEIERHIERAEER .

B
= LLDPIRX

%A LLDPDU MYRXFTAI LLDP 33,
= LLDPDU

LLDPDU T ETE LLDP IRXEUES D BIEIBE 7to 1E4AAL LLDPDU ZHi, I&&ILE A B
B TLV 38, BRETFD TLV AE— LLDPDU £#7E LLDP R MEERIE 0 1TE X,

= TLV

TLV @4H5% LLDPDU B9850, &1 TLV #IXR—NME B
= EWEhht

BN R HMBEIRRFATRMNGIGE R TE IR, BEMUE AT LB ARIR— a1k &, B
BISEHEIMGE], ETNEER, BEMUFEET LLDP IRXH Management Address TLV R Fp
Ko

T
LLDP RAFEEBSMARIMMNERANY, EEhBE—MIEAN, THRMIA, FEEM,
LLDP FE5chaN T~ ITE:

- PR H SRR MIB EFRER.
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- MZEM MIB ERIREVER, FHREEEHEES LLDP MiH, LLDP MR XBERMLALS T,
—= SRR, —BRERERETTUMA,

- IRFIFHIEEWEIR LLDPDU M,
- HIPIIRISE LLDP MIB 2 2.
- YAMEITHIEE MIB EREETEEERETHE, KEBEEEHS
= LLDP WI{ERE
LLDP & LU FH#M LIERE:
- RIFEWC BERIEXE LLDP 3,
RRIE: REEMAEE LLDP R,
- REER: REBERmMALIE LLDP ]R3
- B BARREHBAEE LLDP 3R

HiKOH LLDP TRREREZ WY, OB ICRESIEITIALERIE. AT BRIEOTERSIME
PR TS O AR HRATAA L IRME, JEBEHOMBMERNE, Hip0TPRSRER, ER—RY
[EBHRITIIE IR,

= LLDP RXMIEKEAH
WO TR “RXEW o “RAEX" RS, RN SEERMEAEIRE LI LLDP #)R3,

MRZMNMAMEERE T TN, WIZAAE LLDP #RX, UEAH#EENEHERARIRBAANER
&o BATHILEAMESIRELZNMSIE LLDP IRXMAELE, 8KE— LLDP RX/GEHFEER
— BB E [E B RIX T — MRS

U TERSH “BR/FEKT Ut “AFEBRLE" B, BIEI&ZE—" LLDP &3,
= LLDP RXAIIEHRALH

HinOTEE “RFEW o “REE IREE, ENSITUEIS LLDP IR MR EEFH TLV #1T7E X
MHRE, BIKNEEBESEEBFRERARM, FHIRIE Time to Live TLV 1 TTL (Time to Live, £72H7g])
MEFRIGESEEBIEAMIGE ENELEE, ZZEAZ, WIZIEZKZBEEE.

46.2 €REA

£ Txeiig&E) > TLLDPIRE ) > T2FIRE) TUH, EALUEKE LLDP N2EE5H.
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LLDP T (

BE mEE =S

H
afll

HEEIERE 30
TTLAEEL 4

FELIEERE 2

KR

2505

¥R IR 5B

LLDP IhaE F BT X7 LLDP Thet,

RIXIE)PRET ] A [E4F E1E &% LLDPDU BB E][ElFR.
TTL & LUTH & #thig 8 & XK LLDPDU H TTL FERRIME, TTL BN RzRit(E BIE4REIRE
L HEERE,

TTL 5K
TTL=Min (65535, (TTL %X\ XLLDPDU %i*i&p%) ) , BNEX 65535 5 (TTL ek X LLDPDU
RiEER) PNER/IVE,

) o 77 eSO TR SIA RN T S8 O AR T8 IR E, ol Bl & in O #0534 (L iR A ja]

YA EEIR A ]

YO TIPSR, ER—ERIEBRITHIRIRE,

4.6.3 wmgE

£ M3e#igE) > NLLDP RE > NKARE] ;T

, e EEER RO LLDP TERZS.
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LLDP ThsE (

2ERE WS SEEE
&0 LLDPTfESRES
1 il
2 FiEEl
3 EiEEy
4 il
5 izl
6 EiEEy
7 il
8 FiEEl
9 i
10 HiEEE
SRR
R BT BiEA
o] O S0

O/ LLDP TR
- ®2m\. RAWOARFE LLDP IhakE,
- RXAEX: RRipORKIEMAZW LLDP R
LLDP LIRS
- REW: JRRimORBKTAAIE LLDP R
- RFEW: FRoRmOBE&AEIIEW LLDP R

- FERE: REYEIEKE, FE LLDP TFRTS.

4.6.4 PEER

£ TRMRE) > TLLDP IRE ) > MBEER) TUH, ERUEETRINSBERE
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LLDP InzE

b
il
s
[ufn

2505
PR IR
|
RFZFR

%O 1D

4B/E ID

EIEMHE

1F5ERTE]

iH O

R o

RoriERe

@

wEE

FHEH #OID Ei= et B
ERE
BiEA
HOR S

BEIREHRLRT,

BERENHOER

HOESFRER KOS, MAC HIttsiEMER, BPEIRERN LLDP IRXFEFNEERE X,
BEIREH MAC it

BEREFNEE 1P ok,
BEEBRFEFIRE LHRIREEL

WBERELRIZXT LLDP R B9H OB xR,

BERERIFA R,

BEIRE ST,
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4.7 IGMP {5lfr

4.7.1 R

IGMP f5ilfr (Internet Group Management Protocol Snooping) Zi&{T1E B UK L AIERBELI T,
&, BFEEMITHILAREAE,

NTEFRTR, ARTIRERAEIT IGMP AN _RIREFH &, SRIREEBITT IGMP /g, &
FIBEE ST EIRY IGMP $R3GHIT 7, AROFARE MAC IR TTEIRET X R ER, FAREXFRBRH X F
R AR IR R a1 AYHEINE

—RIgBXRITE IGMP il —RIRREFZ IGMP il

)

/ /7\\
/"/$ \\\..
B G §
ENA FM B

FHC

(BEUE) (BUE)
— HIBHUE

X

/// \\\\

— e e \\\\

G- U U

EMA FH.B EFHC
(W) ()

IGMP fImEE —RARREERRAAETENZNRE, FTUHERUTEL:
- EDT ZERERR RS BT HEH .
- HERTHREENZ2M.
- AR EEENBBEMITERRT HE.

NTE, KBS A EEARRE, SH A F3ZHEY B EHE IGMP i, 4 A F1EN]L C RHABEHIEN
EWE,

a7



2528

AL THEA, A 35N B
’ Bl
A%/ A4 B3
o m’ B2 ‘
A (EKE) T B FHC (EKE) *#.D
BAwO

EB1T7T IGMP AN —Ri&&E L, R LR=RARKENKED. N EEFEO Al MisH Bl
FHixO

5177 IGMP ilAM—Ei&& £, sBm FHERARRNEOMR AR RO, W EEFNEmO A2,
w0 A4 0O B2,

w2 i

IGMP Z i85 (W L ERAYEE R2E A) EHIm At MER R BIFR B TH 518 & A% IGMP EiRA T TR,
IAE 812 M B TR EE 4R 7B 4R AU AL 53

FUE] IGMP EIRATIIREY, —EIRE (W LEEPIZEY A F32#iH B) BEEZEAHE, #HX
BEWENZIRBmE (30 AL # B1) a4

- MREMGXBRXPFEESZEAKO, NEBHENXENSS.

- WIRFEMGIRAXRPEABEZRBRD, WEEHRNEIMRGXARTR, HFRWEENEN
o

KEHEIH

E1TT IGMPV2 5 IGMPv3 B ENEFEREAR, 2&X IGMP BHAEY. H"Fi8E WLEH
BYRZHRA] A FO3THRA, B) BENER OIS IGMP BFAIRXE, SRIEMSIXARMINTRIE:

- MRFAEEZABANNIELRT, HEZARENNELARTHNEEOFIRPFAEEZ
i, —RREFIAEAREOERLZE, MREEEER.

- MRFEZABENNAEERT, BREARTPEEEMENRON, —RREFZA
EAmARAZRY, MFHEF; B EZENGDLE IGMP FEAE TR
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- WNRFEIZABAT AV KRN,

Bz ARIFeaEMENRON, —EREIRZ

WM HRIEO R AL ZE, FEZENRDLE IGMP EAHE TR

472 €BRIZE

£ TeiiRE) > TIGMP (PR > T2F/IRE ) A, EFUEE IGMP MRHERE.

IGMP{IR

RIEETT

VLAN ID

VLANFF3

SRR

AR

IGMP {520t

VLAN ID

VLAN FF%

ik 2

B B 122 LA a)

HERRAMRN S
8]

REAE W ERANAN Y

>=H

BiEA

FBEXH IGMP il LI8E,

EFHE IGMP {IIATHEERT VLAN,

FFEE X% VLAN B9 IGMP il L8E,

IGMP {5l BT 2b B2 A IGMP R XX AR AN,
- vl: 23X IGMPv1 A IR SGH TR,
- v2: X IGMPv1 #l IGMPV2 hR AR SC#H TR IR,
- v3: AU IGMPv1. IGMPv2 #l IGMPv3 By SCi# TR B,

BEmOELENRNE, FNERA, REROZFNE IGMP BRAT IR, IR
% O MBRES K R 2R ERo

&
%

i
o
=

EWHRANRNAE, ZRZEERBAEIRE, EEFERA, mORKEIMEN
EAE|

4
ZEIRAEIIN IGMP B RAXRIRIEY, MRS X RRPEGZiE MR,

B EAEHNRAMMNESE, 3R ENIROR% L IGMP FEAT R, EEITEERA,
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PR

18]

E N E LR E]

RABEEF

BiEA
EHIHAKRWE ENIARZAFELET IR IGMP R XRIRXEY, MTERRG XA RFFZEN
i 1A B

EHNEROELERSETE, ERNERA, EHIRALKEWE IGMP MR XRRXE, 2l
Rz O MBRES X R R IERo

ARAMABEFRG, LHRNRREBHKEOZARNABEIERX, A7 VLAN AI#E; 40
RN EKBRBARD, RANABBERXERER, FTBEL.

4.7.3 HUREBEH

£ TRMgE ) > NGMP i) > MREEF) E, SrUEERRONREEHEN.

IGMP1i IR

2/iE

i

SHRA

PRI

tREEHF =

L

HmOHmS.

FRIEONREBFIEEE, SIS ZEOREIENLENBHRAEBARN IGMP BHAH
RXBY, BB 2RO MR IGMP (i #85% &K RFllR, £ RS2 ENimCE L BB,
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D i

5.1 #SKH

HSKREEREERFRENEENRKRE, —ARBEMSIEARAR, MEHRINEENNER, HSHKE
MR AERE. &%, A%, MUGENEEFSKEBUIESHIREENRLARE; ESKEAERED
BN WERINEWN, HMEREREHWEIRIELE, WEEEERFENFHSEREEE.

EFERET, BSEANERRS.

£ TREIRE) > MFSKRE) UEF, SIUEEMEEFHSEEM.

) Bebtiht FRIEE Tk B
ETEEE
S¥RAA
FRBTR A
B gyt B IR RER o
F MRS B B FR R,
T—Bk BIREMERENE AR, T—BKERBEINDORN P ik,
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5.2 ARP

BEERIEF, 1P it RRENENKZE R, NRERRMEEPEIEEEXLEENIN, B
18 B ENAVEIEERR E it (EEINLIKRIEE MAC i) o

ARP (Address Resolution Protocol, #iH#MTIY) BT IP #ubiRT MAC sk, FIEIIEAASLLE
IP—iK ARP X, IEERIESAZIEHEEHET EVH MAC #3ES 1P MIAIEHIT R X R, RBEHEES
BirENEESE, EE#1T ARP RN, BEASEWNT:

1. RN ECH ARP RPTHESHFEERING IP #iiL5 MAC iSRRI, IRZ, WK
REMEBINEBEFRENLEEIE; ORE, ANERIEMAE— “ARP IEX" 8
iR, ZIEREETIRA B S 1P iR MAC Htitik, LI BRIENAY IP ik,

2. REMIEERREEENZIER, SENETIREIZERE, S8XBRVER— “ARP NE” ,
ZmEEBrIEAA MAC ik,

3. HNWERZ ARP &S, RBERENAT IP #iktF MAC HILEXT X RS NE 2RI ARP &,
LA e 4R 45 R

£ TERAIRE) > TARP) TIEY, ERIUEBMEE ARP &Ko

ARPZ {LedE 1200s 2

PIMAC/VLAN ID/Type

1Ptz MAC VLAN ID E- i 4 B
192.168.10.1 0023.24e8 145a vlan1.1 = 1120z
192.168.10.252 dg38.0dac.e7dd vlan1.1 ;ME=
S5 BH

PRI 1588

. ARP RIE LR E], L3 IZEEIARURRIER A ARP 3R, %% ARP RIIM ARP
ARP E{¢hta)

=R,

IP Hhit EAAY 1P ok,
MAC ittt IP HIAERS 7 EHLEY MAC ik,
VLAN ID % ARP RINFFIEMY VLAN = E#E O,
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PR BiEA

ZRIAYZEEY,
i - T RENARIE ARP X B EHE AR ARP RI, &AEEN ARP ZLETE,

- B FohECER ARP RIL, XABM, A% ARP ELETEIFRE],

Z{¢dia) % ARP RITHIFIRE (LB [,
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5.3 DHCP JR% 28
QET—\

AEBGERT TEG5312F 35,

5.3.1 BEAR

RETBKHMEER, FEMEIERT ANMEERERS, fERSKENHREEITHE IP i#)
R E, FIRNTEMEHNE N, THLRFNUBARNELK, BBLE P Ut FEEREEH, M DHCP
(Dynamic Host Configuration Protocol , &7 EHECE i) @53 1P ik shaS 5 Bo sk 7] LUER iR 8],

ATHANE DHCP IR BAREHET Option 82 L THAL AR,
1P 3thiit 73 Bic SR B

HWEFHNARETFR, DHCP R 1P it AR

- hSHIESEC: DHCP AR A IRDECHE AR IP ik, FLAGAIRG, ERIRTEEEMN
FRiEil, BRSHE P IRFIER X TR Berytit,

- ESHt i REERNVEBER P IRFSYEEER 1P i, 1k DHCP RS ERIALZ D
BE—EE P e R Fis, AJLOBR—LET P it E AR E A s 1P it T
Ko

5.3.2 DHCP I8

£ THRAIZE] > DHCP BR%281 > DHCP &1 TTEAY, EBAUEEFAIE DHCP RS 35,
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Er chilay ErimilzE

DHCPEREE ( ‘
izh el
Huhbith SR HrhbEE FEE ERiAp % HYEhE DNS FREMIPE =
E#EEEDHCP
VLANEDN =REO TRIERS DHCPiE#EgS
1 192.168.0.1 255 255.255.0
2505
FRABTR LB
DHCP k5528 FEEXi# DHCP AR 28Ih4E,
Hhit5th 2 FR HnEth ERER A2 R,
HHESEE B HHECH 1P Hib TR,
FRHES PELAE P IR R
ZRIARI X DB TP IR ERIAR R
PDELAR IR 1P b K ETE],
ikt

HELAFE—HEY, FFin=A DHCP fR$Z8§&%1Z—1> DHCP Request, JERE

FH 408 a] MECKEA., MNRLLAMTH, NWELLRISHEEEA D48, RSN,
MWETHEAM 7/8 Y, BEE—RENIRE, NEMI, NELLRIBEHNNEE
Bt E4RAR, MRMAKK, WHATHE, BERHREZENHIE IPIMEE. 1
TRHRE, BIORER 1K

DNS S A A9 DNS FRES 2,
R 1P E Mt R T S SR 1P Mk
VLAN #0 M EREE AR VLAN,

HE IR

DHCP =B VLAN 89 1P Hutt,
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PR BiEA

F L VLAN #z= O 8F s,
DHCP f&8E FHREE, VLAN O/ DHCP IRB 84,

5.3.3 FasHnt e

£ TBRERIRE) > TDHCP fRS325) > ME#SHutnEc) TES, B UEEMEEFHSHI) LR,

DHCPiEE EFmIE
BEFimam EFiEIP EFEMAC BE
BH05E
FRABTR 15 8H
A B RRENEEER, EEMNEFPIRFIRPELRN, IEREFIHEEZM, 1B
EIERYS
B IP DHCP BRS5 23 B E 2 ERL51Z T F IHEY 1P ik,
P ifi MAC Z Pimi MAC itk

5.3.4 BPIwYIER
£ TIRHIEE] > DHCP IRS328. > IEFPwSIR) TUEA, BRI MASISHENIFREY IP Hitk A% & 31T
LU 1E:

- BEERFPHIZ/M. FE IP HHEER,

- R 4E B, TR OECHFRY 1P I BRSO ECHISR, f DHCP RSB BIRERLZIR
B ECRE— 1P ik,
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DHCPiz=Z

IPHEHE/MACHEHE

BERRER

SWA

PRl

= FIRAM

EFiH MAC

eV

SEHN

CAEIP EFRMAC R AEAR

BiEA

el i e il

DHCP ARS8 9 ECLA1Z T P ImAY (P ik,

P uRA MAC #itik,

HEL9TREYEL,

DHCP BR$ 834512 F in O B IP ik F9 2R,
- 7. DHCP BRSZB2MEANE IP #itt 9 s R4S ZZ P im OB 1P #hilk,

- #5. DHCP BRSS28BMEMES P il ALERBRLL 125 F in RS sk 53 EC.
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QoS g

6.1 ACL

6.1.1 BEAR

ACL (Access Control List, JFRIIEHIFIZR) BNE ECE XTHR SCATUTE AL NIFN b IR 4 E SR SCIL R S R T
BB, YRNAIROEWEIRYX G, BREYeHEOLENEN ACL FINFHR XM FELRITHMT, EiRFIE
EMIRXZG, RIEFTIRERRE A IFI R LB AR SGET,

B ACL ThEE, BILAEXRAYRA LEAEAF FXIRILHILE], REMBZRLM.

AR ZHRE T MAC 3D 1P it FFR ICECRINIAY ACL,
- MACACL: B E#URMFAYE MAC it B89 MAC b ITERSIRRIN,
- IPACL: RIE=EEIEE IP XBVJR P LA B AV 1P ok FUESL RN

—N ACL ID AT LUECE %% ACL TLECHIN, $RCIEPTEZ ACL AN, SARSEFMM AR, AL
FHEHIFN, —BE—ZMUHITE, MiZIRXABILEEFnl,

6.1.2 ILBEMS

HT MAC stk A9 e R

g £ £33

1 flE ACL 5|3
R —2%7E 200-299 SEEIRAY ACL 1D,

Whido

2 MAC ACL AR BARIE = R AR R A0ER B 9 MAC bl TEER A5 SERM, — ACL 1D BT LLER
B %% MAC ACL #im,
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g £ £33

3 [’ ACL
RAEY MAC ACL AN BEIAENAAN ARG, MNASEK,

EF 1p bt A9 AR

g £5 55588

1 BIE ACL 55K
BlE—%57E 100-199 SEERNAY ACL IDs

Wik,

2 IP ACL FRERIE= BHIECPNEN B K 1P HitICERT MM, — ACL ID AJ RS Z
% IP ACL 3,

3 A ACL
RER IP ACL AN BRI ZEAENANRO G, MNAEM.

6.1.3 ACL 5K

7£ TQoS &M&1 > TACL1 > TACL %5k TiEA, EBAUEEMAEE ACL 89 ID fiER,

ACL7z: MAC ACL IPACL N A ACL
ACL ID HbiR BE
55 il
L] 1588
ACL ID ACLH ID S, BAF#riRiZ ACL.
R RAEEEE, BiER ACL HIN#ER,
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6.1.4 MAC ACL

£ TQoS &_M&) > TACL) > TMAC ACL) TiEH, ErIUEEMAE MAC ACL NI,

ACLFIZz= IP ACL RZFR ACL
ACLID EEEACLID
LR VLAN ID EMAC HIMAC 507 il e t=-13
2505

¥R IR 5t BH

ACL ID EFFACE MAC ACL #IIAY ACL, % ACL ID 551 ACL 5IERAERE 5.
WF AN AR, B, RERES,

T
WX MR EENFN B A, ST EEAE LA SN,
IRXFATERY VLAN,

VLAN ID
FEEENRRFIE VLAN BIRX
RXHYIRE MAC HiiE,

B MAC - E£E MAC: FRIFIE MAC b,

- BEMAC: SHBEAAFER, RREMIELN MAC ko MAC #IAEER,

IRCHY B Y MAC ik,

BH MAC - 2 MAC: FRRFIE MAC #ilit,

- BREMAC: SHBELAAFER, RREMIEN MAC HiikTy MAC H#IAEER,

~ BB IR SR,

ey
AERENRMMIEIRSCER,

Bh1E AT CE AN AR IE, agEAAF (BiRA) RE2IE BIEF) .

6.1.5 IP ACL

7£ TQos &1 > TACL1 > TIPACL) Ti@E™, ERJLUEEMEE IP ACL N,
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ACLTI= MAC ACL R ACL

ACLID EEEACLID
ek fims Eip Braip EO B0 HIfE =113
2505
¥R IR 5t BH
ACL ID FERSACE IP ACL #MAY ACL, 3% ACL ID EBTE ACL 5| ERAACE M.
AN ATk, B, RERES.
T
RXM SRS FFAICED, HITE S ABEE SR,
Y B = 2 IP SKAMERIFES, 0 IP. ICMP 2, B EIFRIE NS,
RSZHSE P bk,
EIP - 2 IP: RRFAAE IP HkL,
- BT IP: SEIHEEER, REMIENMEShL,
RXHIE R 1P ik,
B IP - EE IP: RRFAE P #ullk,
- BEIP: SEEEHEAER, REMIENMESIhL,
P iR TCP 8¢ UDP BY, IthAbBE B WM ERO S,
B im0 iYZER S TCP 3¢ UDP BY, ItbbEEE MY B WIHOS,
Bh{E AT IO AN B3R S MR EHE, AHEEAAT BIRA) HE2IE EIEFH) .

6.1.6 M ACL

RER ACL LREMENIROE, TEMNA SEK.

£ TQos ZRE&y > TACL) > T3 ACL1 TUET, BRI LUBEEFRI ACL NAEIMNAYRC,
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ACL7I=

SWA

PRl

Ak

ACL ID

Ryl

MAC ACL IPACL RE ACL

Rzf3sR ACLID iEam

]
ACL £ MmO S,
ZIHO £ ACL

OISO IR A M. AR LRI RZBAH IR,
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6.2 Q0S

6.2.1 BEAR

EEHRY 1P W, FIBNRXEREXEENT, WEREALEN (Best-Effort) KiXiRX, B3]
BIRE. AISelEFIERERRERMMEMRIL. FEMBZRANKRE, IP WA www, FTP, E-mail FRSHE
Bt b, R SMBEARN. TEHF. MM RE. THEES, XEHRLSHHE. BE. HehF
FMERREENNER, Eit, RELFEREIFMEHISFERESEEE QoS (Quality of Service, BRSS
RE) KR8, AJLURESMENRSHRE.

AZAEILEN ORI BIRRAITHE, ARTEHOMBERREE AT R 2 R EASRAI A
5, REEEAERIRELZFRRAEATIEIRI, NTRENSZHRSRE,

EERL

LZIAES, BDARRS M IRNENZRERZTREE, BERABATIAEMMUBR, ARSI ZH
FERBIRSER. BRI RMIRM AR =FRAERN, SMAERIVEEM 8 AT IR E SR
RLFRo

= RS

HRARMLIRIRT, IROTRHEIRER B)x’iiJ
|

| BAFI7 P
|

| PAFI 6 |

A E)Zim AR R

|
|
|
I
|I3}\7§|J5 ) tisindetidiadti
® = | (00
I
|
|
|

FRRLARPIER ERHNRBUISEVARITH, XBUSE-ITEENRR, IERELENRE
R FIRIFARSS LURY I R AYRER

EATIEERS, MRIZRNARMNSEMRECRE (BAF) 7>FAF 6--->FAF 0) L AERSMLITHKIA
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FIPBd, SRSMERRTIAEN, BRIEBIRLLAFATIFEDH, XiF, FRBUSHIH
BMNBSMITRRIBAT, BIEXBUWS (W0 E-mail) BIDEABRNBRIRMITREIBAT, BTRIEXERL
SRR ATEE, IFRBSHDBELIEXR S EBHRR= N B RE X,

FERRUARINRRE . AELEN, MRBSNIARATIPREEIEDAEFE, BARMLEHRTIF
IR E TISAEIIRSM "Bt

a1 B AR L Sk
BIRIVT, REMER, FrERTIATSBFE.
AR e

ZREEARENTZ B ENELLEFH T RAE, WRIESN AR —ENIRSE, MARE
RARNFFENLLE, LHOF 8 MadibAsafl, ZEXTRENAFIRE— MNE, m—m
100Mbps MO, BB EMIAEEAMNMAER 25. 20, 15, 15, 10\ 5. 5. 5, XA LURIERIE
R IASIZE/DIRTE SMbps 55, BT KA IRIEE R TRIATPBIIR S T REK YA
FEIRSHIR S, TIRRERNTIEE—NMIERE, BEAZIAYNEESR E#HTH, EXE1 N
HIRREEM D EARSE R ——MRENATIAT, BAS LB T—IAIRAE, XIFHERIER
MR 2T .

RIBRERE, RXIRGTEIRERIATY
|

|

RO Y Y |

| |

TS |
REFZHOIRY | i | & AT B3R SR E L £
® | BEs : wRE

| v o @6 -

»| |-

| |

| S T |

| B30 I

| |

I |

Rk
ASTIRHEHS 802.1P {1564, DSCP (5Bt 1 S B = iR S RIS

802.1P ek
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802.1P {RFERAIT ZEIRCKER,
B E

ERTFARERSH=
5o ™A 802.1Q IMEHIEIBE T £ HF 802.1P L4k, W TEFIR, 4

BIRSCELER, MHEEE=

A+

FFT1

BIFETRIE QoS
89 802.1Q #R&k

BET 2/NFTH TPID (Tag Protocol Identifier, #r&stM¥4niR, BX{EJ 0x8100) 2 NFTEY TCI
(Tag Control Information, AR&EEHIEE),

802.10
—_— Source header
Destination - Length/Type Data {c;g-sazn
rass
Address TRID TCI
5 bytos 6 bytes 4 bytes 2 bytes 46~1500 bytes 4 bytes

TEETR7T 802.1Q 5%
BESEE A 0~7,

Byte 1 Byte 2

Byte 3 Byte 4

TPID({Tag protocol idantifiar)

TCI{Tag control information)

Priority

[
F VLAN ID
|

7T765432107654321076543210765432110

AN FRIARY 802.1P LS. PATIR KR FIRIF KX RIN T o

802.1P 54k

0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
DSCP 54k

RFC2474 EFEX T IP #R3LEBHY ToS (Type of Service, iR

FAZ

X

best-effort

background

spare

excellent-effort

controlled-load

video

voice

SLHFEMAZR, TCIH Priority FEXHLE 802.1P %4k, ©H 3 1 bit A5k,

network-management

R FEG, ¥ 27 DS (Differentiated

Services, E9MRS) 18, HF DSCP (Differentiated Services Codepoint, ZE7AREHRIBS) AR
FRZ3EAYAET 6 1 bit (0~5bit) &R (WITE), BEEEN 0~63, 2 1 bit (6. 7bit) BB L,
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Bits- 0 1 2 3 4 &5 &6 7

DE-Field DSCP Cu
(for IPwd TaS
actet,ard for
IPvE, Traffic e
Class ooiel ) Class Salectar Currantly
codapoints Unusad

Diffarentated Serviozs
Codepoint (DSCF)
RFG 2474

DSCP 75 X BF X N X R TR

DSCP 554k (+3#tiH) DSCP fiise4k (=) ESi
46 101110 ef

10 001010 af11
12 001100 af12
14 001110 af13
18 010010 af21
20 010100 af22
22 010110 af23
26 011010 af31
28 011100 af32
30 011110 af33
34 100010 af41
36 100100 af42
38 100110 af43
8 001000 csl
16 010000 cs2
24 011000 cs3
32 100000 cs4
40 101000 csb
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DSCP 54 (+33iH) DSCP fiL5c4k (Zi#Hl) XRBTF

48 110000 cs6
56 111000 cs7
0 000000 be (default)

ZHABAIA DSCP AR SFATIIRIT X RINTF &Ko

DSCP itk BA
0~7 1
8~15 2
16~23 3
24~31 4
32~39 5
40~47 6
48~55 7
56~63 8
s O L 5e

FEHECE SRR Y Cos L4k, SSIMMEIRC SFATIBVRRGT R Re HHEIATRMELZ—
B, UnCHRERECE RYBREY X R HRSCARGS BIRT RZAIPA o

- IROWEIRIR X AT AR O ENRERFE, GIINEFET 802.1P ALKIRMIHO, WK
F|FIRSCPARE 802.1Q 1R,

- UROREME 802.1P L5k DSCP LIihiZT,
AN IR IR Cos LILR SBATIMRET X R IN R

Cos L4k AT
0 1
1 2
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Cos 5% PAZ

2 3
3 4
. 5
5 6
6 ;
. 6
6.2.2 IBBEMS

IR1E 802.1P LA KBRS EAD

B S 55388
AT
1 QoS AE
IR R B R A A AR,
AT
2 802.1P
BIE 802.1P 1t 4edk SPAFIBRET 2%,
AT
3 Il
BRSO MEEEIEER “802.1P 5 , ANMEHEIEO Cos k.
IBHE pscp LA MR ETEA S
$® S 55 3i8A
AT
1 QoS AE
IR R B R A A AR,
AT,
2 DSCP

ECE DSCP L5k SAT RS &0
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g £ £33

wWhideo
3 ImA R
BHEMRONEERIIREAN “DSCPER" , BNEEMBIRO Cos LR,

6.2.3 QoS AE

7£ TQoS #EME1 > TQoS) > QoS HEE ) MmEH, ERILEE QoS AEEN RIFELIERA,

802 1P DSCP w5k
QostET [ iy ree ]
HESE
EAFIHOES
SR BA
R 348
O B RS,
SRR PRSI SRS EHRRR B A R A NS BB, R
U ANSINTE, £ AR RER R ASHRY.
QoS &z
R 8 MABIESEE,
- RS BRSNS —ME, AR T IRA R, L b
IR, R S E S AR,
MFhgE RSP EIA AR, TR G & AT AT,
FEE, SHHENLARE, LHEaHEsySNRESEER,
Il OES Qs

REFTEHITME R EREL R ZMEE, —RFBRYNFR.
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6.2.4 802.1P
£ TQoS &HM&1 > QoS > 802.1P) TiEH, EeJLIACE 802.1P LAtk ST BIBRET X R,

QoSiEE 802.1P DSCP mOMmER

CoSfiERinE

UL5ER0 ErZ1

7 1 ErZI2

thsEd2 BrZU3

73 B\ 74

LR EAZI5

55 B 76

tL5ERG ELZUT7

ULSERT 78

’E
SR

AR BiEA
CoS 5tk 0 Priority 79 0 B9 VLAN 3R> 3Rz AP 5o
CoS 5t4k 1 Priority FE&J9 1 B9 VLAN 3RSCXFRZHIBA 1,
CoS 5tk 2 Priority FE&J9 2 B9 VLAN 3RSCXFRZHIBA 1,
CoS 5t4k 3 Priority FE&J9 3 B9 VLAN 3RSCXFRZHIBA 1,
CoS 5t4k 4 Priority FEXJ9 4 B9 VLAN 3RSCXFRZHIBA 1,
CoS 5tk 5 Priority FEXJ9 5 B9 VLAN 3RSCXFRZHIBA 1,

70



PR BiEA

CoS fL5k4k 6 Priority FE&J9 6 B9 VLAN &3 R AIBA T,
CoS L4k 7 Priority FFE& 9 7 B9 VLAN RIS RZAIBA T,

6.2.5 DSCP
7£ TQoS &M& 1 > TQoS) > TDSCPy TiEH, EAILUAZE DSCP Ltk SRATIRIBRET X R,

QoSiEE 802.1P DSCP i WL e
DSCP
DSCP wOWF DSCP O DSCP wOWZ DSCP |
0 BAZI1 16 BAFI1 32 BAFI1 43 BAZI1
1 BB 17 BAFI1 33 AFI1 49 BAZI1
2 AFI1 18 TAZI 34 ]| 50 TAZI1
3 EAEI1 19 ELZ1 35 EAZI1 51 EAZI1
4 EAEI1 20 EAZI1 36 FAZI1 52 EAZI1
5 BAZ1 21 BAZI1 37 BAZ1 53 BAZI1
6 BAZI1 22 BAFI1 38 BAFI1 54 BAZI1
7 B 23 AN 39 R 55 TAZI1
8 TAFU1 24 UFI1 40 RAFI1 56 RAZ1
9 EAEI1 25 ELZ1 41 FAZI1 57 EAZ1
10 EAEI1 26 EAZI1 42 FAZI1 58 EAZI1
11 BAZ1 27 BAZI1 43 BAZ1 59 BAZU1
12 B 28 AN 44 R ]| 60 TAZI1
13 AFI1 29 TAZI 45 ]| 61 TAZI1
14 EAEI1 30 ELZI1 46 EAZI1 62 EAZU1
15 EAEI1 31 ELZ1 47 FAZI1 63 EAZ1

SEIRA

L] 1588
DSCP 1R1E IP B89 DS ERE ML THK. TLIEEFIM 0 E 63,
i PAGY 1% DSCP L 7c k3T RZFAFYo

71



6.2.6 WO TcLk

7£ TQoS %H#&1 > MQosy > NEAMLLR NEY, Eel UERERENZYIERONNEFERNREKO
BY Cos (Class of Service, BRZZHLR) LR,

QoSiEE 802.1P DsCP

0] CosfiL5EH SEEL B

il
i
A

g

i
1

=
uy
i
H

i
i
1

il
I

o
il f
it il
1 2}

i
1

i
H

SRR
AR BiEA
i jm AR S
Cos 445 WHEIEOH Cos 78Rk, ZHITRIEUEIRIIR AR & FERABRMN T O AIHEERT
L
BY, NUHRHR Cos A 5R 3 RIHITIIRA
i 12 I B B4R S A9 R 2R 75 2
- JIHEE: WOEKEINFERSCERRIBIRO Cos AR EITIAM.

s - 802.1P f5fE: BHOEUEI VLAN R, HFIXIRCRER 802.1P Ffic B HIBREY X RIHIT

YABA; SmOIZWBIE MR SR, I EIRSIRIR Cos AR RBIM R x R#HITIIPA,

- DSCP {E1F: mOAEKE] IP IRXXEY, BZIRSUIEER DSCP FrEc EHIXT M X R ##1TYAR ;
U O EI E IR Y, BiZIRSGRER Cos L ARBIXT M X R 1TVAR
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IPEES

\, ~
7.1 MAC &
AT ZHF MAC T IETHEE , BT LA i N iR O B EE 2 198 MAC AR B B9 MAC iib# TS,
MR FIEERYR MAC T B A9 MAC HI3ETE MAC 2 RPEE, MBEFZEIEE.
Bt MAC EThEE, mILABAIEIEZA P SMLERNIAR], IREMEL 2,

T TREZE] > TMACTIEl TIEF, EAILEZE MAC 0,

O]

WACTiE
: MACHhht VLAN BE
S5 A
PRI 1588
MAC St EdER MAC ik, HEUEEIR MAC Hilitsi BB MAC it 5% MAC tiitiERE]RY, TIE
FiZEEE,
VLAN MAC ISR A REY VLAN,
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7.2 802.1X

7.2.1 R

802.1X 2 |EEE RHBNETIROANMEEANEZHINNY, BTXNBEMAFR#ITAEES, MEsMELe
Mo HIAERSRINERF IR, INEREHRFIAERSS 28 = 28248

- AR REIAMEERNBARKE, ARENFEIAERSSENE#TEEERT. %
B P&IRSALRE T ZHF 802.1X INIERYE P kiR .

- ABRER: WINER P IRREENBEMEONIRE, U TFIAEE P iHIAIERRSS 88 28],
HIRIEIAIEAR S5 28R EIAYE B RHITE S AVFIALER P IR NEER.

- GAERRS S ATFSHAERPIEHITEEMKRIE, @E I RADIUS (Remote Authentication

Dial-in User Service, IFZIAERSRHFRS) RSE2B. IMERSZSSBBRIBIAMEIREIHAZIER

HNEFIRIANEHE EREIEREFIHNSEMY, FRITERBNAINEREER, HIMBREIE
RERTAFINEREF imiE N

ERZENIEIANER AT B T IAILE R, KB EAP R4 AN SINERS 2 H1TRE, R EZEWEITAIE

FFIRE EAP IRXJE, FRZIRXPHEFHIAILE S HEITE RADIUS #R3XH, B RADIUS #RX
BELINERS 3. BSINERSREENT,

INIEARSS
INER Pk INIEIR &

AN AZFFE T IR ORENAES R, IRBEOTE—AFINERTD), WisOEARRES, Hitt/s
SN OMNAR TRINERNABRIMEZHER, SiZAR T&E, BOZAFERBORTS, im0 TEFR
BRAFP S#IELSEMNE R R

7.2.2 €IRkdE

£ TRERLe] > 1802.1X) > =2FEE] TIEAF, ErUAE 802.1X INIEARSZ2BHEXSE,
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802 1XGAE ( )

= wies
AR SEIPLE
EAZE=H
SRR
AR R L
INIERRSS 23 P tthik RADIUS JAIERRZS 2889 IP #itlk, BRESAHAERBE DA,
R ZF44A INEARIR W ZETR, FESIAERSBMIZENER—H.

7.2.3 mig&

£ TWERSe) > 1802.4x) > NEOAERE] ES, EaUEERMEYEiEO/ 802.1X INEHEX S,

802.1XAIE ( )
=HEE imEE
&8s

&0 =SB sEHANERE SROEAE EAEER IR ERRERER BAEIMDERE BE
1 #iF IS #iF 3600 30 2 4
2 %if EEEn #i7 3600 30 2 z
3 %if EEEn #i7 3600 30 2 z
4 =S5 JEERL =S5 3600 30 2 z
5 =S5 JEERL =S5 3600 30 2 z
6 =S5 JEERL =S5 3600 30 2 z
7 #iF IS #iF 3600 30 2 4
8 #iF IS #iF 3600 30 2 4
9 A (= i 3600 30 2 z
10 #i7 EEEn #i7 3600 30 2 z
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SRR

PR

2

Um

ImAFEHIA T

AR ZS

I A EINIE

HIAILEBREYE)

& P B Ay E]

RAEIAEREK

BiEA

O So

ZIROX B P IARNEIEGI SR

- B8 WAFE 802.1X AIE, MBRENIERIURE, BRREEHRNMERR, tNRA
FINEEY, WOTARSCRE, MAFAPISRMEE R,

- gﬁ%uﬁ*R jﬁuyﬂ—\ia:?*y&lp\y jﬁ"ﬁﬁﬁf—h‘K?éikiﬁﬁ*yﬁﬂﬂiﬁl\ﬂ@%ﬁfﬁo
- SRR WROBAL FIEEACKRE, FARTAFIBIRMNES R

- X EEORFE 802.1X JAME, AFARIHRIMKZ SRR,

2 O FIAMER S

- ?1*2 ﬁl?ﬁﬁ):llﬁ|ﬂ[__|4:|)\/ o

- BRI RAFBFIBRNERR.
FEIRAEHOR 802.1X FiAlELIRE. FEfE, KRB MmO EEENIAERE Fink
tél}\l].—tlﬁjq: LJ\*JIIJ-IU-L}\IJ.—tgFjﬁuﬁEIJ %’H‘/u: Eﬁ{%i}\iﬁgpﬁﬁuﬁﬁéfo
ZIRALIAIAERS P i &G B INIEIE RV BY i8] iE]FR.
O BEIAEDIRERS, STHRALLALLREY (8] 79 B HARY %% O TR LA IE R F i & R IAEER.

& P imia R S INIEE RBVEB B iE]

YMAEINER P A EEINEERRX G, NRELRER, eieE REBNES Pk
BN, STHAVGE R IFZIRSC

B mRNRATEINER . MRINERFimREIANERBURSEL RAE AR, MIAIE
& P im S meeH] Tk,
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7.3 BLBATH

7.3.1 BEAR

KRR IEH =FEBAE . B5 ARP . Bf DoS K&, B MAC itk .

B ARP B i

T ARP BREFISE KPR AER ARP HRICAERMAE —mO , SEEAN CPU ffBd
£, NMEMHEEHRELEEREITEERERE,

SRR ITHNEY ARP $RSGRWOR RN 7 IS EREIE, SRV RBENEFID ARP #3C, LR
ARP R WOERRTE IS E N RETEE R,

Bh DoS B ik

P57 DoS B THRER] ARG LE & F BB AR MRS IEF S F N A S SEIREG, REX
ERERERXE I A ZRBRDEARRARR, EENLTHEHEERASEETLN.

BhF MAC Huht B

B MAC st 2 o TheE @S IRESZ IR L BY MAC #i3ESS), SRELLE ST A R Bt = S B sk
BIEATHISCR MAC ik, {£13 MAC it A RIS TR, FEHELAMEEREI TR,

7.3.2 Bh ARP ik

T TMERe) > TREFEL > TH ARP K& AW, ERIMUECE AL ARP #HSGZWERE HE,

FADOSEE IAMACHENE TS
ARPIZUIER 300 pps
SEIRA
PRI L
JRp— AT ARP IRXBIEAEWERE, —FHR, NRZTEEESIEERN ARP &3, T

IARIESE ARP K,
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7.3.3 Bh DoS Hik

£ TMERE) > WEBAEL > TP DOS K TEF, ErIUECEIANEIP DoS &M,

TAARPING FiDO ST TAMACHENET T

ARPEITSender MACFIL2 MACT—3&
TCPIES oiE g &2
TCPIEZ R Eflags 204

TCPIEZZ FIN, URG, PSH flagsRlRt 1695537841
TCPIBZ SYN , FIN, flagsEad3 14l

TCP 83 SYN ., RST flagsflBs Fa 132
TCPAIUDPHRZEROSHEMELS A0S

TCP SYN I8 S datatgill

ICMPETZ43 B
¥
FRRATR
ARP 1§ Sender_MAC # L2_MAC A—2&:M
TCP R R H#B1E
TCP IR X FR & flags £79 0 &

TCP 3R FIN, URG, PSH flags RT3 1 93k
SR

TCP 3R SYN, FIN, flags EIBTJg 1 4@
TCP 3®R3 SYN, RST flags BT /9 1 &

TCP #1 UDP #iR>CREmOSHENmOS A 016
Il

TCP SYN #RXEE data 1M

A

WS, MK Sender MAC #1 L2_ MAC A—EH ARP R,

Hikfa, AR LZARI R TCP i3

wikfE, N FELFIEREGIER 0 B9 TCP R,

A%lE, XENAE L FIN. URG. PSH fRENMER A 1 89 TCP iR
o

Bk, TENAEEL SYN. FIN iSRG R 189 TCP IR3.

Ak, THENAEL SYN. RSTiREAIREIN I 1 B TCP IR3.

B)ikfE , A & TR O S 5 B B9 0S5 79 0 B9 TCP A UDP #732.

HEfE, TR K SHIER TCP SYN #3,
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PR BiEA

ICMP #3253 & AR, WM ARmESF B ICMP 1IR3,

7.3.4 B MAC it

£ TMERe) > WEBAEL > B MAC #itIRdE) TTETF, S MEERENGORSRARNERE
H]>Co

IHARPILE [BFDOSE T FAMAC ittt B3
E ] FHIMACES B
1 #iF Z
2 FA &z
3 *H £
4 *id Z
5 *H &z
[ ESE| £
7 *H £
8 *if £z
9 ESEi] &z
10 FH £
SHA
F AT iR
71| O So
KHF MAC EF FEE, ZmOFE#T MAC HIlEF S, EFWRINRMEFR
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KEEE

8.1 ARPEH

B ARREEEBAR HEARIGEARIR, LU RN BB ERE BN,
SRS =M LB A,

i
bl

22
BEREESR, REARE—, BRHERIACE, FJUHTHREENEF. RRABRRS5EBYA

“admin’,
= BEAP
ERRERP, JLETRIRGAER. MEYHIRE. EEAPUIINIFTERE,

= EEAA

/|

ERBEWAR, REHTMNEEEA.
£ e > TAFEE TEH, SYUEERINAR. &% 8 MH .

R
] &S] RP%R EHEE =
8 admin EER Os z
SHHEA
o] WA
RF HFR#.
S kit BRRKF R, JIMTEHFEER. BEBRIEERF =,
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PR BiEA

Web [HEBIATE, 7EIZBYESEEN, MRAFKETE Web TEEITEMIRE, RARKEH
HRHER.

FBHTRYIE]
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8.2 SNMP

8.2.1 BEAR

SNMP (Simple Network Management Protocol) , ENfEIEEMEEEIRNMY, &id SNMP, —MEIE T {Eiha]
DURTEEIEATA TRXMIMNEIME 1SS, SIEEMMERE. BHNERERE. HEINEEGHEESE,

SNMP BB RBARIRENYIEER, KIAWNAR BIRENEMLEE

SNMP N EIEHELS

SNMP 81 E=/1W£EtE: SNMP EIEE(SNMP Manager), SNMP f{IE(SNMP Agent), MIB &

(Management Information Base, &IEEEE),

- SNMP BIEE: — 1 FIFE SNMP MM T R TIERIF SN RS, HPRMEIFERR
H LAY SNMP BIEEWMMAMELEIRELRS (NMS, Network Management System) . PILEE
BRFEILUE—AT I IRRHITMEEENRS2S, Mol UEE MNP RITERI
BEN— R FRER.

- SNMP U WREFEREDPH—MIRARIR, AREFREDRENERESHEHTES
BIDEEHIETRSG —1 SNMP EERS.

- MIB E: #EENRNES, NMS ZEBIEIGHEN, FTERBREENRN—LINEESE, §
WHEORS. CPU MIAXRESH, XESHIMEREEN R, MIB EEX T HEENRI—
AYNEY: NRNBF. WREVFRNRFXN ROKIELEE, 81 SNMP REHEES
B9 MIBo SNMP BEIEEIRIENRA LT MIB FREYITR#H1TIR/ B 121,

SNMP BIEE 2 SNMP MEMNEIEE, SNMP RIEE SNMP RENKEIEE, tilziEh@d SNMP Y
RKZHEEEER,

SNMP B AR (E

AN, SNMP RH AT =FERRIERSTI SNMP EIEEM SNMP KN E,
- Get#fF: SNMP BEEEAZIRFEH SNMP REN— MRS M RIE,
- Seti2fF: SNMP BEEFERIZIBEEINILE MIB EHHN— I HZ T RIE.

- Trap #E: SNMP RIZFEARZIRIER SNMP BIEEREZEEREE.
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SNMP il hixZs
RN FESR SNMPvl. SNMPv2c. SNMPv3,
- SNMPv3 RERBFAMEZREINEAT.

- SNMPv1. SNMPv2c XBHE&% (Community Name) IAIE, %03 SNMP IR>GESEIA
BREFRZNIAR, MiZ SNMP R EF. SNMP FEEZAXENX SNMP EIEE
N SNMP REERIX R, HARER T XU T ZEEHIER, Bl LRSI SNMP EIEE 7R 34
£ 8 SNMP R,

MIB &7}

MIB 2URDREHHITALMN, HPT SRTHEENR, SAUBMEFBEN—RRTREZNHFEE—
#IRF, XEBEHFHFFA OID (Object Identifier, SYRIFRFF) . MIB HZEMMNEFTR. BEH, AB OID A
(1.36.1.2.1.1), BB OID A (1.3.6.1.2.1.2),

root

1

3
MIB#4544 6
1
1 2 3 4
1 (mib)
S | ]
1 2 3 4 5 6 7
LE

MIB fIE 2 2E8 MIB BEEXNRIN—PFE&E, BEXRLLOID (Object Identifier, XRIFIARFT) RKEXR, B
SEEEENRIMEFN (include/exclude) , KXFFEFIZEENRETHEEMNEN, SEEXNRBN
OID AT LLTE SNMP B2 L33,

A

SIETMEZfE, FELIE SNMP H, AJLIAE SNMP ARMRIRARSAEMMAE, MMHRETLFAE
HNBY A P XS 3T hBERY BRI R AR RY B R
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AF

AP EET SNMP A1, SNMP B iR{ERILALIZRIA P REIAE/MEBEZERER SNMP iR,

B}

SNMPv1 #1 SNMPv2c Y, SIETMES, TECIEREER, BARRZFEMNTZHIER, 3 SNMP EEE
BTINE; R LUAZEERIIAELERER, MMARNREERNE,

8.2.2 IBBEMS

=  SNMPv3 kg7

TB  BE HiBe
ik,

1 EFRE

FE SNMP RIEIHEE,

Al

2 BlEE AR s A AR E ) R rh AR SR R A, RABAGIR T — M E S
9 Default BIFE,

3 BlERA
AR R R FIR TR SNMP B, A FIRE A R,
4 elEms AR T RB 5 AU SNMP P, HERE B B e R
53,
ko
5 REES

FESHPERERSER N v3 IES,
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= SNMPv1 5§ SNMPv2c higas
72 1 HER

1 BEALE
FE SNMP RIBIHEE,

A&,

2 B AR RENREFI R AR S R ME. AR T — M IEE
A Default HIFLEL,

WA,
3 ellfEdEiN N
FERREGI I E R E AT IR 12 SNMP HE.

Ak,
4 RERE
EREIEPEERSRE N v1 Ml v2c WiES.

8.2.3 BAgH
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